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Network. It cannot be reproduced and distributed without consent.
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1 Non-Secured Procedures

As a user, there are several tasks you can perform from the Login screen at BCBSM.com. The
tasks you can perform are listed below:

* Registering for Secured Services - Principal Administrators
* Resetting your password

* Recovering your user name

g g:m Contact Us Search oursite | Q
YY) Biue Care Network
= = of Michigan

HOME EMPLOYERS AGENTS PROVIDERS

Find Plans Health Insurance 101 For Members About Us Help

Login as a:
Browse our plans: g
¥ Individual and Family Member Username:
Enfer your usemame
Employer
» Medicare Passwon:
Provider Enter your password
P Medicaid Plans Agent

7
» Employers Forgot your username or password?

@ Find a Doctor

Get login help

Not Registered? Get access to your employer portal. Register Now

Task 1 Registering for Secured Services - Principal Administrators

As an Administrator, you can register for access to Secured Services as a group, agent, or
association/chamber.
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®= Note: This task assumes you have selected Register Now under Login for Employer or Agent
at BCBSM.com.
Complete the following steps to register for Secured Services — Principal Administrator.

Click Begin.

Note: The screens displayed in this task are for groups. The agent and chamber screens
are similar.

Blue Cross
i Blue Shield
of Michigan
& (-]

GROUP CUSTOMER REGISTRATION

Welcame!

Thank you for choosing to register for BCBSM's Secured Group Customer Services!

Please Mote: Only Principal Administrators can continue with this process. If you are the employee of a group
customer, or a Third Party Administrator®/endor, you must be invited by the company's Adminisirator after he
or she has completed this online regisiration process.

I you are the Principal Administrator of your Group Custorner company, please click the Begin button to star
your reglstration

In many instances, a help tip is located next to fields. If you have guestions about a field, hover your mouse
overthe | 9 for additional infermation. To see where you arg in the registretion process, please refer to the

progress meter on the right side of each page.

2 Select the | Agree radio button and click Continue.
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GROUP CUSTOMER
REGISTRATION

Responsibilities of a Principal Administrator

The following ag must be pted to continue with
your registration,

In many instances, a help tip is located next to fields. If you have
questions about a field, hover your mouse over the ( 9 | for
additional information. To see where you are in the re;_;lsvatlon
process, please refer to the progress meter on the right side of
each page

~ .
e e ¥ A gt PP i

Principal Administrator Agreement

Printable w

Effective: 01/01/17

Secured Services Website
Terms and Conditions of Use

he following Terms and Conditions of Use (“Terms”) govern your
organization’s ("Group”) access to and use of the BCBSM/BCN
Secured Services Website ("Website®). BCESM/BCN may change

e Terms at any time. Your use of the Website (after updates are

ade to the Terms) is your agreement accepting the changes.
Please revisit this Terms and Conditions of Use page often for your
review of updates. If you disagree with the Terms, you are instructed
not to use this Website.

1 t and F stration of Prncipal Ad gt Group shall

appont 3 Pringipal Admanistrator by registering him opher =
2Ppert 2 Prageal iomineio 2y regslenng SNl p

Do you agree to the terms and conditions of the Principal
Administrator Agreement?

Please note: By selecting | Agree, y nowledge that you have read
the agreement and accept the role of Principal Administrator for your
Company. If you decline, you will not be able to continue the

registration process or a 55 your secured services.,
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Select the Group Customer Type radio button and click Continue.

Note: In this example the Group radio button is selected.

Blue Cross
e Blue Shield
A of Michigan
® (]

GROUP CUSTOMER Please select your Group Customer type:
REGISTRATION

Type of Group Customer

Please salact what the type of Group Customer for which you are
the Principal Administrator. If you are not sure what type of Group
Customer you are, please contact your Blue Cross represantative
for assistance

In many instances, a heip tip is located next to fields. If you have
questions about a field, haver your mouse over the | 9 ) for
additional information. To see where you are in the registration
nl@ase refer 1o the progress meter on th side of
'.:' g rafer 1o the progress | -_l}anuru ;

e
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4 Type one of the following BCBSM Group and Division number or BCN Group Number, First
Name, Last Name, and PIN and then click Continue.

Note: Pin is the last four digits of the Tax Identification Number (TIN)

Note: This step may take time, while the entered information is verified. Unless you receive an
error do not back out of this step.

REGISTRATION First, you must be confirmed as the Principal Administrator for y
Administrator Registration company and the information mi a ad in BCBSM's

\ {ored, please contact
You have selected the ‘Groug' type. Please fil out the form with the 877 -bﬂ.ﬁ-l}. Information ent-e.led frutc- 1h-|s screen is not .:aae sensitive,
Group Information but it is special character sensitive, including spaces and/or lypheans.
In many instances, a help tip is located next to fiekds. If you have BCBSM Group Number  lf rurter o

questions abcut a fleld, hover your mouse cver the | 9 ) for
additional informaticn. To see where you are in the registration

process, please refer to the progress meter on the right side of BON Facets Number —— . o
each page.

First Name

e W--’ —\.-,- ' ""r-‘-_“‘-

5 Confirm the information is correct and click Continue.
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GROUP CUSTOMER I rrect. If it is not corect,
REGISTRATION :

Company Profile

In many instances, 8 help tip ks located next e flelds. If you have
questions about a field, hover your mouse over the ( 9 ) for
additional Information. To see where you are in the reﬁistra:iun
process, please refer to the progress meter on the right side of
each page

T s ——— ,-' _ur o

Type the Phone Number and Email Address, and then click Continue.

| GROUP CUSTOMER REGISTRATION

Create A User Profile

PEgISIer you a5 A User. AS we alieady have some of your
imformaticn from peeviows screens, you will not need 10 re-mput it unkess your User
Profie information should be derant

In many instances. & hedp ip 15 ocated next b fiekds, I you have quéstions about a
fiekd, hower your mouse aver the (@) for additional infarmation. To see where you
| are in the: registration process, please refer 1o the progress meter on tha night side of

| mach pags

P . f _-.m.,‘ f Y

7 Create a User Name and Password, and then click Continue.
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GROUP CUSTOMER REGISTRATION

Craate Usar Mams and Passwond

I many instances, 3 help bp & located next fo felds. If you hawve questians about 3
Mekd, NOver your mouse ower the | 9 | for acdronal information. To see where you

e i e TEQIAENON process. pledse refer 1 Ihe progress meler on the fght Side of
each page

P P P

Click the two drop-down arrows to select two different security Questions, type the Answers in
the white boxes, and click Continue.

Note: This step may take time. Unless you receive an error do not back out of this step.

GROUP CUSTOMER REGISTRATION : . o i the estions, Mese

Secwty Questions and ARswers

Piease use the fom 10 the nght 10 set up your sacurnty guestions.

In many instances, a help 1ip is ocaled next fo felds. 1 you have questions about a

fiekd, hover your mouse over the (9 ) for addfional information. To see where you
afe in Me FeiSITAlion Process, please fefer 1o e ProgIess Meer on the rght sise of
each page

P R e S

Verify that all the information you entered is correct and click Continue to complete your
registration.

Note: This step may take time. Unless you receive an error do not back out of this step. You will
receive email notification once your registration is processed.
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GROUP CUSTOMER REGISTRATION

Fimal Confumation Comparry Profile

Please confimm 3l registration iINfomiation below If any NoIMation needs 10 be
changed, use the Previous button 1o navigate back 1o the appropriaie screen, make
OUF UpaEte, and ten continue Srough the FegesiTalion pro: e5s again

In many instances, a help 1y ons about 2

5 ocated next 10 Belds I you have

field, honer your mouse over Bhe | 9 ) for additional information. To see where you

2 it regisramon process, Meass reter 1o the Brogress meter an the gt skle of

¥
ch page
E-Mail Address

- ,.J""""“ A I’ -n.af-l'u.unr—_._‘“‘_ M
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Task 2 Resetting Your Password

Users can reset their password from the Login screen at BCBSM.com.

= Note: This task assumes you have selected Forgot Your Password under Login at
BCBSM.com.
Complete the following steps to reset your password.

Key your User Name.

Blue Cross
+ 'E’ Blue Shield
V&v of Michigan

Recover Password

-!'.

LOGIN FOR SECURED SERVICES

Forgot Your Password?

If you have forgotten your Password, you will need to reset it for security purposes. Please enter your User Name to start the
3-s5lep process

Have Questions? Call 877-258-3832 s

©1986-2015 Blue Cross Blue Shield of Michigan and Blue Care Nebwork M OrpOrations and indepencent Ik ensees of
the Biue Cross and Blue Shisld Assacision

2 Click Continue.

Key answers to security questions.

Blue Cross
£ Blue Shield
Uév of Michigan

® (]

Answer the questions below:

Answer Security Questions

Please answer the two security questions to the nght. These questions and answers were created by you when you first
registered. Afer answering these questions cormectly, an email will be sent 1o the email address thal we have on file

What is your mother's maiden name?

Whal s your father's middie name?

4 Click Continue.

Task3  Recovering Your User Name

Users can recover their User Name from the Login screen at BCBSM.com and have it sent via
email.
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" Note: This task assumes you have selected Forgot Your User Name under Login at
BCBSM.com.
Complete the following steps to recover your User Name.

Step ‘ Action

1
Key your Email address.

Blue Cross
=g Blue Shield
of Michigan
® C]

LOGIN FOR SECURED SERVICES Recover User Name

Bt G Dext ey m

To have your User Name sent 1o you, please enter your e-mall address:

Click Continue.

Note: Your User Name will be sent to the email address specified.

Click Login and continue login process.

Blue Cross
Bive S
® (.]

Forgot Your User Name? Recover User Name

Piease check your email If we have found that this email address is regisiered to a user name you will be receiving an emai shortly Please check your email

Login 3

2 Administrator Procedures

BCBSM’s Agent and Employer Secured Services administration functionality is designed to
support the registration, access management and provisioning processes for users of the secure
Agent and Group portal.

At the top of the landing page, there are three links available to assist Administrators.

The three links are:
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* Portal Access
*  Group Code Access

e User Administration

Bun Cross r— $ Portal Access 2
@ Biue Care Network ? Group Code Access BRI P | Enter search
of Mchigan

User Administration

(G ILOY

2.1 Portal Access - Administrator

As an Administrator, Portal Access is used to manage your own secured services account, in
addition to managing any user(s) registered to your Agent/Group. The tasks you can perform in
this section are listed below:

* Inviting new users
* Approving new users
* Approving requests for access or services

* Updating user profile

Log in and click Portal Access to begin a task.

S e Welcome
Biue Care Network
of Mchgan

[ Logout - ISR

S
& User Administration

Task4 Inviting New Users

As an Administrator, you can invite new users to register via email. Each invited user receives an
email invitation that provides instructions and a link to complete their registration.
= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.
Complete the following steps to invite new users.
Step ‘ Action
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1
Click View or Change Profile.
Welcome Help Logofi
My Password Change Paynword
Use this nk b change your passwords.
[
‘'
My Access Renuest Access
Request Aofass 16 ibams such &3 Sccounts and applications
&: Wi
W yOUr BCCOSE 10 ileMS SUCh iR BLCOURTS AN ADOSCALORS.
Uelete Access
Dadade mccess bo Rems such as sccounts and spplications
My Frofile ¥iew or Changs Profits
x Wiew and edil your pasanal profile.
W
2
Click Invite User.
Welcome, Help Legoff
Home > View or change profile
View or Change Profile
Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attibutes page, click OF. All required fields are marked with ().
+ BCBSMAgent + Full name
Audit S — |
Agent Company Information | * Last name
Entropy Response e
m e l«compan’mame
E-mail address
|
3 Key the email address.
Note: If you are typing more than one email, separate each of them with a comma.
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Welcome,
Homi > View of change profile

Help Logofl

View or Change Profile

Change the: profile information below. When you are done reviewing and changing mformation on each tab and on the role assignment attibules page, click OK. All required fields are marked with (+)

+ BCBSMAgent

Audit

Information
Entropy Response

Invite User

Invited User Email-10:Separated by Comma o

4 Click OK.
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Task5 Approving New Users

After a new user has completed the registration process, you are notified via email. You are
then able to approve the user.
®= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.
Complete the following steps to approve a new user.
Step ‘ Action

1
Click APPROVEREGISTRATION.

Welcome, Help Logaofi

Action Neaded APPROVEREGISTRATION requires your attention by 112318 34018 AM

4

+ -
s
My Password Chanige | et

=y Usa this | change your passwords.

¥

My Access Request Access

Request access 1o fems such as accounts and apphcatons

f

Viirww Acciss
Wiew your access ko dems such a5 accounts and applications

Delete Access
Delete access to items such as accounts and applications

Under Reviewer Action, Click Approve.

Review Request

Review the details of this request. To complete this activity, select the appropriate action, enter information in the comments fiedd, and click OK. To review olher activities without completing this request at this time,
click Cancel

Request Detail
Date el 2018 11 16 09:40:16
ow

¥ Instruction Detail

REGISTRATION APPROVAL REQUEST

Reviewer Action

Selact the appeopnate action
Approve
Reject z

Reviewer Comments
Enter comments:

3 Click OK.
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The following screen displays to confirm your approval of the new user.

12/20/2021

Heme > Approvi and review reguests > Review reguest > Response submitted

Response Submitted: Approve

Help Logolt

You have compieted this activity, witich will be remaoved from your list.

Request Detail
Date submitted: 2018 11 16 09:40:16
Request type Mew User

Requested for
Raquested by ISIM WS Adrren
Acton taken Approve

Related Tasks

To review ofher activities, refer to the Approve and Review Requests page.
To perform other tasks go fo the 1BM Security identity Manager Homs page.

Web Suppod 1-800-258-3332. Hours of Oparadion. Monday Shrough Frday, Ea.m. o8 pm
Find a Dioctor | Privacy | Condact Us | Newsrcom

@ 1595-2015 BCESM and BCH Nonprofit comporstions and independent Rcenaees of She Sive Cross and Blue Shield Ssseciation
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Task 6  Approving an Access (Service) Request

12/20/2021

A user request for access (service) for an application does not become effective until you as an

administrator approve it.

®= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.
Complete the following steps to approve an access (service) request.

Click SPAPPROVAL.

Welcome,
Action Needed 1 SPAPPROVAL for requires your attention by 11720018 259 29 PM
—
o
o
-
My Password Change Password
e Lisa this bnk 0 change your passwonds
'
My Access Request Access
— Request access to items such as accounts and applicabions
=

Under Reviewer Action, Click Approve.

Review Request

click Cancel

Request Detail
201811 19145926

User Data Change

Requested oy
Dwe date 2018 11
Instruction summary: Approve,

b Instruction Detail

SERVICE PACHAGE APPROVAL REQUEST

Reviewer Action

Select the appropriate action;
Approve
Reject

Reviewer Comments
Enter commaents:

e 3

Review the details of this request. To complete this activiy, select the appropriate action, énter information in the comments field, and click Ok To review other activities without completing this request at this time
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3 Click OK.

The following screen displays to confirm approval of the access (service) request.

Home = Approve and review requasts > Review request = RE’SW‘S& submitted

Response Submitted: Approve

'You have completed this activity, which will b2 removed from your kst

Request Detail

Diate submettad: 2018 11 19 14:59:26
Requast type User Data Changs
Requasiad for

Reguasted by

Action taken Approve

Related Tasks

Ta review other actvities, refer 1o the Apniove and Review Requasts page.
To parform ather tasks go to the |BM Securily identity Manager Home page.

Wed Support 1-800-255-3837, Hours of Operiicn: Maonday through Friday. Sa.m. io S pm
Find & Diclod | Privacy | Contacl LU | Hewsmom
G 15082045 BCASM and BCN Nonpeofil ¢ cdporations ard indepandent keniess of the Blue Cross snd Bios Shiskd Assotztion
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Task 7  Updating User Profile

You can update your user profile from the link View or Change Profile, found in the My Profile

section. There are five tabs on the left navigation window that make up the personal user

profile. They are: BCBSM Agent (or BCBSM Group), Agent Company Information (or Group

Company Information), Audit, Entropy Responses, and Invite User.

®= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to update a user profile.

Step ‘ Action

1
Click View or Change Profile.
Welcome Help Logoft
My Password Change Password
— Use this link to change your passwords,
A
L]
My Access Request Access
Reques‘. access fo items such as accounts and app]u:aiions
E View Access
View your access to items such as accounts and applications.
Delete Access
Delete access to items such as accounts and applications.
. My Profile View or Change Profile o
=l View and edit your personal profile.
éfr v
2 You can update information under any of the tabs in the left navigation pane by clicking
on the appropriate tab.
Note: The appearance of the Agent and Group screens are similar. Although the fields
and information on the respective screens are unique, the process of updating the fields
is the same.
IF you want to update:
BCBSM Agent (or Group) tab Go to step 3.
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Agent (or Group) Company Information Gotostep>.
tab

Entropy Responses Gotostep 7.
Note: Entropy Responses refers to security

questions and answers.

Invite User Gotostep9.

Key the updated information in the correct fields.

Note: The screen displayed is for an Agent user. The screen for a Group user is similar,
but with fields and information relating to the Group. The process of updating is the

same.

View or Change Profile

fChange the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page, click OK. All required fields are marked with (+).

+ BCBSMAgent

# Full name

Audit

Agent Company Information

+ Lastname

Entropy Response

Lo '

+ companyname

E-mail address

Telephone number

pin

Agent Number

| First name

Organizational roles
Agent Principal Admin
AgentlSAMRole
AgentiSIMRole

MCS View No Claims

+ Preferred user ID

Delete |
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Click OK.

Note: The following screen displays to confirm the profile change request has been
submitted.

Home > View or change profile > Request submitted

Request Submitted: View or Change Profile

[You have submitted a request. Below is the information available to you at this time.

Request Detail

Request ID: 3288919495983338121

Date submitted: November 19, 2015 3:23:.40 PM
Request type: View or Change Profile
AccountAccess:

Information Updated
First name

Last name:

companyname:

Related Tasks

To check on the status of your request, refer to the View My_Requests page.
Go to View or Change Profile page
To perform other tasks go to the IBM Security Identity Manager Home page.

Web Support 1-800-258-3932, Hours of Operation: Monday through Friday, 8 a.m. to 8 pm.
Find & Doctor | Privacy | Contact Us | Newsroom
@1996-2015 BCBSM and BCN Nonprofit sorperations and independent licensees of the Shue Cross and Blue Shield Asscciation
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5
Key the updated information in the correct fields.
Note: The screen displayed is for Group Company Information. The screen for Agent
Company Information is similar, but with fields and information relating to the Agent.
The process of updating is the same.
Welcome, Help Logoff
Home > View or change profile
View or Change Profile
Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page,
* BCBSMGroup Group Auto Update
+ Group Company Information Company Name
Audit
T Group Company Address e
Invite User |
Group Firm Type Classification
true
BCBSM Group Number
I Group hipaaphi
Group Registration Time
T&C Time
Group SponsorlD
+ Group FirmType
Group
Group ContractSize
Group-Group Name
Group CID
Mainframe BCBSM-ID
|
Mainframe-BCN-ID
63
Web Suoport 1-800-258-3932. Hours of Operation: Mondav throuah Fridav. & a.m. to 8 p.m.
6 .
Click OK.
Note: A screen displays to confirm the profile change request has been submitted.
7 . L .
Key the updated information in the correct fields.
Note: Entropy Responses refers to security questions and answers.
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Welcome, Help Logoff
Home = View or change profile

View or Change Profile

Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment atiributes page, click OK.

+ BCBSMGroup What is your mother's maiden name?
+ Group Company Information L
Audit What is your father's middle nama?

Entropy Responses

- What city were you born in?
Invite User

What is the first vehicle you drove?
test

What is your favorite food?

What is your pet's name?

Web Support 1-800-258-3932, Hours of Operation: Monday through Friday, 8 a.m. to & p.m.
Find a Doctor | Privacy | Contact Us | Newsroom
@1996-2015 BCBSM and BCN Monprofit corporafions and independent licensees of the Blue Cross and Blue Shield Association

Click OK.

Note: A screen displays to confirm the profile change request has been submitted.

Welcome,

|Home > Yiow o chang

. Help Logafi
¢ = Hequest submified
Request Submitted: View or Change Profile

You have submirted a request. Below I8 the information avallabie to you at this time.

Raqueast Datall

1395524518558528550
4201921945 PM
Reguest type: iew or Change Profie
AccountiAceess

Information Updated
tebam-agent-invitedemal

Related Tasks
To theck on the sLatug o your request. refer to the Yisw My Hequests sage.

Go 1o View or Change Profile page
T perfarm gtner 1asks go bo the [HM Security Identity Manager Homa page.

Copyright IBM Corporation 1)

Al rights reserved

Type the updated information in the correct fields.

Welcome, Help Logofi
Home > View or change profile

View or Change Profile

Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page, click OK.

+ BCBSMGroup Invited User Email-ID Separated by comma

+ Group Company Information I I
Audit

Entropy Responses

Invite User

‘Web Support 1-800-258-3932, Hours of Operation: Monday through Friday, § am_to  pm
Find a Doctor | Privacy | Contact Us | Newsroom
{@1996-2015 BCBSM and BCN Monprofit corporations and independent licensees of the Blue Cross and Blue Shield Association
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10

Click OK.

Note: A screen displays confirming the profile change request has been submitted.

Welcome,
Home > Yiow o chang probie > Hequest submitied

Request Submitted: View or Change Profile

Help Logefl

You have submirted a request. Below I8 the information avallabie to you at this time.

Raqueast Datall

Request ID: 1395524518558528550
Driatir suibrittod January 4, 2018 2 1946 PM
Reguest type: iew or Change Profile

AccounbAccens

Information Updated
tebam-agent-invitedemal

Related Tasks

T chesk & the stahs of your request. refer to e Yiew My Reqiests page.
Goto View or Change Profile page
T peetarm other tasks ga to the [HM Security igentity Mangger Home page

252012 All rights reserves
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2.2 Group Code Access - Administrator

As an Administrator, the Group Code Access link at the top of the landing page is used to
manage your users’ access (e.g., manage group/divisions, external access, automatic-updates).
The tasks you can perform in this section are listed below:

* Adding/removing group codes
* Requesting/approving external access

* Turning on/off automatic-updates

Log in and click Group Code Access to begin a task.

Biue Cross & Portal Access
e Core Motwork S [8 Group Code Access | 1“

& Group Code Access | Logout ~ EESSRITECIE
o Mchigan

& User Administration
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Task 8 Adding/Removing Group Codes

As an Administrator, you can add and/or remove group codes for a user.

= Note: If you turn on the Automatic-Updates you will be granting access to all Group Codes.
Automatic-Updates must be turned Off to remove Group Codes.

This task assumes you are successfully logged in and have selected Group Code Access. All
fields marked with an asterisk (*) are required.
Complete the following steps to add/remove group codes.

Action
Click All Users.
My Group Access: Current Access Bt
The following list contains all the Agent IDs and Group customers that you currently have access to. To remove access to any
of these group customers, click the box to the left and click the Remove access button.
Codes
Date ~
Access Type Name Physical Address Parent Assigned/Updated
My Group Access
BCBSM
My Users BCBSM
1 )
Assigned Access
BCESM
Assigned Access History
Requests and Invites BCBSM
Pending Group Requests
External Companies BCESM
8CBSM
. ’
Click user’s Name.
A
My Users : All Users
Type - Below are the all the user's whose group membership can be managed
Company Users Administrator User
E-mail Status Name Username Company Name Company Type ~
- =0
My Group Access ¥
Current Group Access
My Users
Assigned Access
Requests and Invites
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3 Note: The selected user’s Current Access displays.
To ‘ Then
Add Group Codes Gotostep 4.
Remove Group Codes Gotostep?7.

Click Add Access.

Note: If Turn On is selected for Automatic-Updates, access is granted to all Group
Codes.

#
User Group Access :Current Access

Viewing : Amvy

s Cument Aci
The following list contains all the Agent IDs and Group customers that the above user caii s
cumently has access to.

Automatic Updates

Home Status Description \Upum

My Group Access @ off This user automatically receives updates to their company’s access

Current Group Access

My Users Group Codes
Access Type Name Physical Address Parent Date Assigned/Updated ~

W
Assigned Access

Assigned Access History Cancel
Requests and Invites

Pending Group Reguests
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Click the checkbox(es) next to the group code(s) you want the user to access.

User Group Access : Add Access

Viewing : A
Type ng. Amy

Company

Adrmnistrator you have the ability to grant access to these addtional group numbers as
appropriate. To add access o any of the following, check the box to the left and click the Add
E-mail Selected button

Home Group Codes:

My Group Access Physical Date

Current Group Access

- B
M ]

Assigned Access

Assigned Access History

(]

BCBSM

L] BCESM

Current Atcass

The following additional Group Customers are available to this user. As a comparny

P o B por o P ]

6 From the Current Access screen, click Add Access.

7
Click the checkbox(es) next to the group code(s) to remove.
Note: Automatic-Updates must be Off to remove Group Codes.
D [
Home Status | Description
My Group Access @on This user automatically receives updates to their company’s access
Current Group Access
My Users Group Codes
Coves ] oy oo
ekl Aeteis Access Type Name Address Parent  Assigned/Updated
Assigned Access History IE' o BCBSM
Requests and Invites
Pending Group Requests 0
External Companies
Cancel
8 Click Remove Access.
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9
Type a reason for removal.
Note: This is optional.
Reason For Remaval
10| Click Submit.
Note: The codes are now removed.

Task 9 Requesting/Approving External Access

Administrators can request access to group numbers owned by other external companies. They

can also approve external requests. When a request is submitted, the administrator(s) in the

owning Group company is notified. The administrator(s) of the owning Group company can

decide to approve or to reject requests from outside Group companies.

= Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.

Complete the following steps to request/approve external access.

Step ‘ Action
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Click External Companies.

Have Questions? call 877-258-3932 User Guides Privacy Policy
© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit lions and it of the Blue Cross Blue Shield Association

My Group Access: Current Access Export
The following list contains all the Agent IDs and Group customers that you currently have access to.
Group Codes
Date
Access Type Name Physical Address Parent Assigned/Updated
Home
BCBSM
My Group Access
My Users BCBSM
All Users
BCBSM
Assigned Access
Assigned Access History BCESM
Reguests and Invites BCBSM
Pending Group Requests BCBSM
External Companies o
BCBSM

2 Note: The External Company Requests screen displays.

To ‘ Then

Request External Access Go tostep 3.

Approve External Access Gotostep 6.

3 Click Request External Access.
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Welcome!

Requests: External Company Requests

Type : The following external companies have requested access to group codes that your organization owns. o

Company:

Eanal Access ‘Company Requesting Administrator Date Submitted
Home Gl Approve Access

My Group Access
Current Group Access
My Users

All Users.

Assigned Access

‘Assigned Access History
Reguesis and Invites

Pending Group Requesis

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

‘© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit i and 1t of the Blue Cross Blue Shield Association

Key the information in the correct field.

Note: The request can be submitted by populating any of the displayed fields. The
information requested may vary, depending on the type of user.

Welcome!

Request External Group Access Pending Access

Type To request access to a GrouplD owned by another company, indicate the 1D that you would like access to and Request External Access

click the Submit button. Your request will be forwarded to the company that owns that access. Once a decision
Company: has been made on your request, you will be notified using the e-mail address used in your profile

E-mail

Agent Number

Home

My Group Access BCESM Group # OO0, o

Current Group Access

BCN Facets Group #

My Users

All Users -
Cancel Submit

Assigned Access

Assigned Access History
Requests and Invites

Pending Group Requesis

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association

Click Submit.

Note: The following screen displays to confirm the form was submitted successfully.
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Welcome!

Request External Group Access Pending Access

To request access to a GrouplD owned by another company, indicate the 1D that you would like access to and Request External Access

click the Submit button. Your request will be forwarded to the company that owns that access. Once a decision
has been made on your request, you will be notified using the e-mail address used in your profile

Agent Number

Home
My Group Access BCBSM Group # FOOOOOOOONNK

Current Group Access

BCN Facets Group #

My Users

All Users A 1
Cancel Submit |

Assigned Access -

G = Form was submitted successfully!
Assigned Access History

Requests and Invites
Pending Group Requesis

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association

Click the checkbox(es) next to the request(s) to approve.

Note: Alternatively, you can also reject the request by selecting Reject.

Welcomel

Requests: External Company Requests

The following external companies have requested access to group codes that your organization owns. Request External Access

Home o
My Group Access Reject Approve Access 7

Current Group Access

Access Company Requesting Administrator Date Submitted

My Users

All Users
Assigned Access

Assigned Access History
Reguests and Invites

Pending Group Requests

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corperations and independent licensees of the Blue Cross Blue Shield Association

Click Approve Access.

Note: The following screen displays and the request no longer appears, meaning it has
been approved.
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Welcomel

Requests: External Company Requests

Type : The following external companies have requested access to group codes that your organization owns. Request Exiernal Access

Company:
E-mail - Access Company Requesting Administrator Date Submitted
Home 3558l Approve Access

My Group Access
Current Group Access
My Users

All Users
Assigned Access

Assigned Access History
Reguests and Invites

Pending Group Reguesis

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association

Page 33



Version 7.1 12/20/2021

Task 10 Approving Group Code Requests

A user can request access to a group code, and as the administrator you can approve or reject
the request.

Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.
Complete the following steps to approve requested group code(s).

Step ‘ Action
1
Click Pending Group Requests.
My Group Access: Current Access =
The foliowing bel cordmns 3l e Agent IDs and Orous cusinmers Tl pou curmenly Pave SE0BS i
Daiw
Acvess Type Hame Physical Addiess Pacent AstgnediUpdaled
Iy Groap AcCiid BCBSM
Curpiil Gioup Acioas acaswm
by Usars BCN
Al Users
ASSGIR0 ACLESS BCN
ARSGNED ACCEEh My
BEN
Feguesis and inviles
Esterral Comparses
2
Click the checkbox(es) next to the Pending Requests you want to approve.
Note: Alternatively, you can also reject the request by selecting Reject.
Requests: Pending Group Access Requests
Tirse icficneeng uiers R iU SOOTONal B dst o7 ond of Miss $ences
Naitist Caimpany Dt Subemtlig
Gerard
by o ACCatS Gerard
Curret! Giroup Actess Gerard
My Uisars ¥
[rr—
Assgned Access
Assigned Access Hatony
Fiequests and Imites
Pending Groop Requests.
Estemal Comparses
3 Click Approve.
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The following screen displays that the pending requests are no longer listed and have been

approved.

Folly rcn ALCess

Curment Group ACceds
My Uners

Al Lisars

Apsgnad Acces
Assigned Access Hslony
Figuasts and Inviies

Exterral Comparies

Requests: Pending Group Access Requests
This Solowing USErs Rve Meduesies JOMNOnS] JCess for one of Iher senatet

Pendig Heouesty

e
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Task 11 Turning On/Off Automatic-Updates

If automatic-updates are turned on for a user, the user is given access to all current group codes

and they automatically receive access to newly added group codes in the future. If the

automatic-updates are turned off, the group code access must be added manually for the user.

"= Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.

Complete the following steps to turn on/off a user’s automatic-updates.

Click the user’s Name.

Note: A star next to the user’s name indicates they are an Administrator.

My Users : All Users

Below are the all the user's whose group membership can be managed

Status Name Username Company Name Company Type

Home

v e
My Group Access

Current Group Access
My Users

Assigned Access
Assigned Access History
Requests and Invites
Pending Group Requests

Extemal Companies

My Group Access: Current Access Export
The following list contains all the Agent IDs and Group customers that you currently have access to. To remove access to any
of these group customers, click the box 1o the left and click the Remove access button
Codes
Date ~
Access Type Name Physical Address Parent Assigned/Updated
My Group Access
BCBSM
My Users BCBSM
o =
Assigned Access
B8CBSM
Assigned Access History
Requests and Invites BCBESM
Pending Group Requests
External Companies BCBSM
BCBSM

Administrator User
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3 Note: If a user’s automatic-updates are currently off, you can turn them on. Also, if a
user’s automatic-updates are currently on, you can turn them off.

To ‘ Then
Turn on Automatic-Updates Gotostep 4.
Turn off Automatic-Updates Gotostep 5.

Click Turn On.

Home

My Group Access
Current Group Access
My Users
Assigned Access
Assigned Access History
Reguests and Invites
Pending Group Reguesis

External Companies

User Group Access :Current Access
User Group Access

The following list contains all the Agent 1Ds and Group customers that the above user currently has access to.

Automatic Updates

Status. Description
@on This user automatically receives updates in their access to Agent from BCBSM
Gro:
Access Type Name Physical Address
] BCBSM
O BCBSM
LU BCESM

Update

Date ~
Parent  Assigned/Updated

Click Turn Off.

My Group Access

Current Group Access

User Group Access :Current Access

User Group Access

The foliowing list contains all the Agent IDs and Group customers that the above user currently has access to
Automatic Updates

Status Description

o On This user automatically receives updates in their access to Agent from BCBSM

-

2.3 User Administration - Administrator

As an administrator, you have access to the User Administration link at the top of the landing
page. It is used to manage your group users’ profiles (e.g., manage user access/services, change
passwords). The tasks you can perform in this section are listed below:

* Resetting user password

* Locking/unlocking user
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* Terminating user

Adding/removing services from user

* Assigning an administrator

Log in and click User Administration to begin a task.

Bue Cross ek Portal Access "
@ Biue Care Network ? Group Code Access BEILNE P | Enter search
of Mengan

| User Administration |

D ©

@

Task 12 Changing/Resetting User Passwords

If a user keys in an incorrect password three times or more, the system security will
automatically disable their account. At that point, you need to change or reset a user password.

®= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.
Complete the following steps to change a user password.

Step ‘ Action

1
Click the Change Passwords link.

@ B

Foma
Crargh Pagpecndy [
Ianage Lsers

I Wi Rty

I Manaqge Acikities
Log Cadt

| muD

Wi
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name.

Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last

D@ B

Change Passwords > Select a User

"2 oo e L o Iy Faes e b S, e o TaeTh. T AN T T (0 ST Y AR = e e
[ l—u‘-u--th.u-p-.--hw-q-h-.-w-bnu iy R T st B i e = o i of 8 A b o b i

SR e b V8o . R W 8 Bl b
e L B o

Te e e e § Sl R 5 L B P o Do

3 Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the radio button next to the user whose password you want to change.

f-rllﬂﬂl Fasyaords > S8ect 3 Lisar

S b T A e A e A G ST G T PG R 1 T8 P AR B M e P G Gt " s e Tt [ G 8 ka8 T
e P S, Gt Pow s o s T v e P =g e e o 8 eroreog T e B el o e o e v B
Tt £ v o e ¢ e P T g R e e

e T

(s vl

L P ——

i e -

l_ﬁlmlmlMIﬂ_ﬁjl

ey
ey
Eanl

6 Click Continue.
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Type the same new password in the in the Password and Confirm Password fields.

T s e b Ry S v s v e ]
Sl T b T T bdanistd s Tk diaih |5 i Vo . i o o g e -~

p IS

& simm ra noen s

B am pwimren prgn

Barnarns

BT L e e ]

8 Click Submit.

Click Close.

Note: The home screen of User Administration is displayed.

Change Passwords > Success

Vo ameralty mutd 1w o Hesernbe 35, 2018 120 AM o rhamgn tu pevwemed b T dpieeeg Bonourty w0 te et

. o 1548 Barvice - Enterral
N oy Ty re—
St Tumbn
R
L Ty
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Task 13 Suspending/Locking a User Account

Occasionally it may become necessary to suspend (lock) a user account, for example, if they are
out on leave or have been terminated. In this system, the user no longer needs to be suspended
before being terminated.

®= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.
Complete the following steps to suspend a user’s account.

Step ‘ Action
1
Click Manage Users.
]
= ]
i
2 Type the user’s information in the Search field.
Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.
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2@ EF..

Home 3 {MJELENTRIE 3

4] | | Manage Users

Home
Chanss Passwords Manage Users > Select a User

Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard.
(For example, typing *b* will find "abc”.)

Search information Search b
1 ||Preierred User ID 4 E

Users

b View Requests
P Manage Activities
Log Out

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Include individual accounts when suspending, restoring, or deleting users

[Change | [ Delete || Suspend | [ Restore || Refresh |

Total. 0 Displayed: 0 Selected: 0

3 Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the drop-down arrow to display the popup menu.

P B

=3 iomeie e S e el T g 0w orptor s T w1 e b, w0 S 3 P ik Searon. The uaeny e Tt o rena e Gasieyes e e beve By
Bt i Baa

)
S A P AR B 57 oy B TR P A i 8% WA B T b M G, 5 T, b 8 i, okl P = e B
T L ] Ll

} gt mlprepu Rrtlr
b [ ] [t ~| [Fah] [asced

[y

Te pactr 8 pAOAT N for B LB TRk P 0R S 1T T T P LT B T B T TR A O W i eore

i Rl e *

| i e pommen e pareeg Wy A s

6 Click Suspend.

7 Click Suspend to confirm.
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@ EE....
. - ﬂ
Surgend than
Manage Users » Suspand Users » Confirm el
||||| BB T MO e B T A BT
Ay
[CI=—"
Glﬁw-ldﬂ
?::wzum :E’;I.’M
W
8

Click Close.
Note: This closes the Suspend Users tab and returns to Manage Users tab.
S EE..

Home

Crange Passeorndy Manage Users > Suspend Users > Success
| hanage L
:wl ol i peraEl iy e e and b Bt 31 FCTE D AT AN aosre S by ey

kg O

. ey
o
9 .
Click Refresh.
Note: The user status displays Inactive.
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Chag Pty Manage Users > Select a User Lol
Margos Usery i bl B it Il i ] N . i AN el - 5 W L it 0, i 1 e, Thot il ol i s i s iyl 5 s i . By
- S, g BAETY M T A1 SR 7 8 DR SR M Te N TR K T8 BT e B M TR 1 T reie O RS 08 e T = DTS O° P
|l Manege Acsvites S ey S S—— e -
gy Baacur i e
| | [Pt m | [Seach| [ Adanced
Users
o parter § paiei lath b 8 s vl P oaee el b Fa raee of B oser e Tes s e less Bl e weed st

i daeng e *

T ——

10 Click the name of the appropriate user.

11
Click the Entry State drop-down arrow and select Locked.

E. E -t b

Manags Usars

b View Requests

b Wanage Activities |
Log Cut

#Lam name.

Frst rame

[y |

o s

| |
rammasinae A
equera sgent_samn =
ey m_acoraomn Y

Sraferrac user 0

Scneduiz | [ Gansel |

12 Click Submit Now.

Task 14 Restoring/Activating a Suspended/Locked Account

It may be necessary to restore (activate) a user account, for example, if the user was out on
leave.
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®= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.
Complete the following steps to restore a user account.

Click the Manage Users link.

@ EE.

e x L
[ | T B |
Home |

Change Paisscrnds )
Margge Lisers

I Ve Rty
Mansges Acthiites
Liog Cadl

Lot Gwm b S el S T e

L LT Rr——

Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last

name.

2@ EF..
TEPRRN | verag oo | T

\ E & | e Users NN
Home

Manage Users > Select a User

To locate a user that you want to manage. type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard
(For example, typing *b* will find "abc”.)

Search information Search by
I | [Preferred User ID 4

Users

Change Passwords
Manage Users

b View Requests

4 Manage Activities

Log Qut

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Include individual accounts when suspending, restoring, or deleting users

Refresh

L[| Select ~ J Name AJ E-mail Ad... ~ J Preferred... ~ J Business... AJ Status A
Total: 0 Displayed: 0 Selected: 0
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3 Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the drop-down arrow to display the popup menu.

@ EF..

I - | [Froteres w5 ~| [Seaen] [Advaness |

Users

o perform a particulss task for @ user, Gick the ioon nexd 10 the name of fhe usar, and ihen select the tasi thal you want %o periorm

4 results found for- *

Inchige ingividusl BECOUNIS WheN SUBDERCING. reianng, o daleting uBeTs

] L [ Rt |

& [ e

fitecmpite

6 Click Restore.

7
Click Submit.
o B
' Manage Users > Restore Users > Schedule
R - Choese s vt ae et s st i cparon
| b Manage Activities
| legou ©ssin
| (O etactn duin
! Data Tima
| 112002018 705
| =1
8

Click Close.

Note: This closes the Restore Users tab and returns to Manage Users tab.
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@ .

Mansge Users Hestore Users 3

Change Passwords Manage Users > Restore Users > Success
: mmnﬁumu ‘¥ou sucoassAity submittes 5 request for November 20, 2018 7-08 AM 1o restors the forlowing users
Log Cnt

* Amy

You successtlly submitied 8 request io restore sl sasoisted scsous.

Other Tasks

Click Refresh.

Note: The user status displays Active.

‘@@ B

iBme Manage Users > Select a User
Changs Passwords
To lecate B Usel ThBL YBU WARL LS MRS, BYEE i ‘sbeut the user in the fiaid, Select 8 fer, and ihen siek Searcn Tha Bers Iat mateh yous entara are Scelayed in e labis seisw, By A
defaul. Gicking Sensch wll seach e Sy3tem based on e Digrnng e of I1e e you Bre searching i, To Searcn for & letual patiem n ihe ki of an flem, use he '~ Symbel on the
P View Requests bR 10 iNicAte B WdCa, (For XBME. brping 5™ wil find "855")
P Manage Activities
Search informaton Searon oy
bou Ot [ | [Prommes userie w| [Seach] [ Advanced. |
Users

T parianm & partevtar task far & user, Sitk S ieen naxt 10 9 A Of e USAT. 300 han Sal6et The bsk hat you Wt 1o partarm

4 resuts found for: *

(2] incaust incivatun accannts when sussencing. resioreg, or deleing users

10

Click the name of the appropriate user.

11

Click the Entry State drop-down arrow and select Enabled.
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@ EEE.
Home .'{\ Marage Users 4’]

Homs
Chrange Passwergs
Mansge Users

P View Requests

b Manage Activities
o2 Out

-BSMGroup

0

Son= sparifying infamstion an =3cn of the tabs,

E-ma BaEE

Praterras user D

Orgarazanonal roies

[E

Subma Now Schedule Submission | Cancel

12 Click Submit Now.

Task 15 Deleting/Terminating a User’s Account

Deleting (terminating) a user account is permanent. Once deleted, the user account cannot be
re-used. Users that are deleted will lose all roles, access (services), group code access, and will

not be able to log in.

or termination of employment.

fields marked with an asterisk (*) are required.
Complete the following steps to delete a user’s account.

Step ‘

Action

Note: This task should be completed within 24 hours of user’s change of job responsibilities

This task assumes you are successfully logged in and have selected User Administration. All
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Click Manage Users.

QP B

TP Camemnen Tanhy

Ew... ok i i e

Stma e e s i e s e

Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the

Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.

B Manage Users X

My Work [4]| | Manage Users

H

Cg;": SEoh Manage Users > Select a User

Lhange Fasswords

Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
b View Requests match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
b M 1 diviti item you are searching for. To search for a textual pattern in the middle of an item, use the ' symbel on the keyboard to indicate a wildcard

anage Activities

(For example, typing *b™ will find "abc”".)

Search information Search by
[ | [Preferred User iD 4 =m

Users

Log Qut

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform.

Include individual accounts when suspending, restoring, or deleting users

[[€hange | [ Delete | [ Suspend | [ Restore |[ Refresh |
L] Select _~ | Name o | E-mail Ad... ~ | Preferred... ~ |Business... ~ [ Status  ~
Total 0 Displayed: 0 Selected: 0

3 Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.
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Click the checkbox next to the user you want to delete.

B EE...

Manage Users > Select a User

Manage Users Te locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that malch your
criteria are displayed in the table below. By default, elicking Search will search the system based on the baginning letters of the itam you are searching

View Raqupsts for. To search for a textual pattern in the middle of an tem, use the " symbol on the keyboard to indicate a wildcard. (For example, typing "b* will find
LogQut Tabe™)
Search information Search by
| Preferred User 1D v
Users

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

1 results found for: testen

! Include individual when ding, restoring, or deleting users

[Ehange | [Baiste | | | [ e | [ Refresh |

5 | Gerard » ) Active

Page 1of1 Total 1 Displayed: 1 Selected 0

6 Click Delete.

Manage Users > Select a User

To locate a user thal you want to manage. type information about the user in the field, select a filter, and then click Search. The users that match your
criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the tem you are searching

t:“jziw"' i for. To search for a textual pattern in the middle of an item, use the ™ symbal on the keyboard to indicate a wildeard, (For example, typing "b* will find
Tabe”)
Search information Search by
[testerg [ Preferred User 1D v | [Seareh] [Advanced |
Users

To perform a particular task for 3 user, click the icon next to the name of the user, and then sslect the task that you want to parfarm

1 results found for: testerghs

! Include i ounts when suspending, restonng, or deleling users

l

Totak 1 Displayed: 1 Selected 1
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Click Delete to confirm.

& B

— wyWox  Ta]| [(Delee Users_

il e M Users > Delete Users > Confi
anage Users ete Users > Confirm

Manags Users

View Requests

Log Out

You have chosen to delete the following users and their individual accounts:
= Gerard

Non-individual accounts will be arphaned

Schedule

Choose a ime and date to schedule this operabon.

[ immediate
' Effective date
Date Time
11202016 10:52 AM

Are you sure you want to proceed?

I

Click Close.

Note: This closes the Delete Users tab and returns to Manage Users tab.

B B

—_———————

| <
4] | | Delete Users B
Home
Manage Users > Delete Users > Success
o N,
View Requests You a raquest for
Log Qut

20, 2018 10:54 AM 1o delete the following users

You successfully submitted a request to delete all associated accounts
Other Tasks

Wigw my request

=)
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Click the user’s name link.

Note: The user’s status has changed to Inactive.
EQ

Users > Select a User

To locate a user that you want 1o manage, type information about the user in the field, select a filter, and then click Search. The users that match your
critena are displayed in the table below. By default, clicking Search will search the system based on the beginning lstters of the item you are searching

View Requests for. To search for a textual pattern in the middle of an item, use the ™ symbod on the keyboard to indicate a wildeard, (For example, typing "b* will find

Log.Cut "abe”)
Search information Search by
Preferred User IO v
Users

To perform a particular task for a user. click the icon next to the name of the user, and then select the task that you want to parform.
1 results found for- testerghs

# Include indradual when fing, restoring, or deleting users

Inactive

Page 10of 1 otal. 1 Desplayed: 1 Seiected: 0

The following screen displays. The bottom of the page shows a check mark indicating the user
has been terminated.

@ ..
Change P == Last 4 Digit 35N o~
b View Requests First name
|p Manage Activities [ }
Log Out
E-mail sdidress
[ J
Frefered user I
o rotes
[ ]
GroupISANR
m?sam: Search...
Telephone number
[S®miNow ] [ Scheduls Submission | [ Cancel |
v

Task 16 Adding Services to a User

An administrator can grant the necessary services to a user’s account. The administrator does
not have to wait for a user to request access to services to grant access. Administrators are
always limited to granting only those services to which their company has access.
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®= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.
Complete the following steps to add services to a user.

Click the Manage Users link.

Margge Lers

I Ve Rty
Mansges Acthiites
Liog Cadl

Lot Gwm b S el S T e

Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.

2 EFE-.

TR | Manage Users X | Q0
[ & sers el
Home
Chancs Pacemords Manage Users > Select a User

Manage Users To locate a user that you want to manage. type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the

=
View Requests item you are searching for. To search for a textual pattern in the middle of an item, use the ™' symbol on the keyboard to indicate a wildcard

b Manage Activities (For example, typing “b* will find "abc".)

Log Out
Search information Search by
I\ | IPrefemad User ID 4
Users
To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform.
[ Include individual accounts when suspending, restoring, or deleting users
Refresh
L[| Select ~ J Name AJ E-mail Ad... ~ J Preferred... ~ J Business... AJ Status A
Total: 0 Displayed: 0 Selected: 0
3 Click Search by drop-down arrow to select the proper filter.
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Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the checkbox next to the user you want to add services (roles) to.

Manage Users > Select a User

Tolocate a user thal you wanl bs manage, typo informaton about the user in tha fisld, saiect a Siter, and than click Ssarch, Tha usars that maich
your crilenia are displayed = the table belaw By default chtking Search wil search the syslem based on the beginning lefiers of tha dem you are
searchng k. To search for a lextual palieir in he maddle of an e, Use the ™ symiol on the keyboard to ndicate 8 wikicard. (For sxampls, typing

"B will find “abe”
Seach snformation . Saarch by
] Prieres s 0 .
Usais

To pariorm 3 pasticular task for 3 usar, chick the icon naxt ta the rame of the usar, and then seet the task that you wam! to parform

2 resulis found for

6 Click Change.

7 Click Search.

[ BchSMAgant Manage Users > Change Usar > BCBSMAgent

At Twulhupprepnabuﬁmmn!nrﬂeuser When you ate done spatityng infarmaten on each of the tabs, Chick
Submit Now to change the user immadsstaly or Sehatuls Submisson bo schedule the request

% Ekncs sFidl name
o i [eny ]

#Last nams

companyname

E-mail address

l‘l'eiwim b |

Agernt Rumber

Firsi name:

[y |
Qepenizationsl roiws
]

AgertSAMAze z
gurnsice
.| .
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Click the drop-down arrows and/or type the search criteria in the three fields to display
the appropriate services (roles).

Change User > Select O 2l Roles
Tio add one or more caganizational rolas, sadact the organcational roies that you want 1o add

Awibwte  Operstor vake |
(iame ] [Contaes ; ==
Holes

To #dd ane of Mofe ofgandabonal ioked, select them, 3nd Fen dick 0K

Click Search.

10

Click the checkbox(es) next to the service(s) you want to add.

Note: The services displayed depend on the type of user (i.e. Agent, Group,
Association/Chamber) viewing them.

Change User > Ssiect Organizational Roles

Manags Users T add ona or mora ceganizational roles, salsct the organcational robes that you want ko add

View Roquasts
Altribute Opeiator Valug
Kame v | | Contans v | |
Roles

To add one of mate arganizabional robes, select hem, and then chck 0K

12 results found for *

cognosCohgentSeliServ Agent Sell Sernce Reporing Agenges Sianc

sBoorsnwit_sceourting 4 S9375 recaeing menlly Bllng deixl ggpnyiny Statc
B f_agent General lorm for BCBSM parinerthal o Statc

insurance 80 groups and indniduals

Agents recewvas weskly ar monihly
eMMf_nhmlnvua“w". b e Agenges Hiabe

elluoting empowers the Blues' sales

2 I ol p WTHE D PRE TG P nt_poemnen

y - - a
am onthe. . ;.
‘outpaneril hesiory, provider and dental
imns history
The membership & Ehgibiity System
| MCS View Mo Claims. (eMCS] allows you to viéw membership,  Agencss Sabic

| Iiling and product infarmation

i Page ol Totsl 12 Dupled 12 Seiecisd. 0
(B b

11

Click OK.
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12

Scroll to the bottom of the screen and click Submit Now.

Firsi nama
[Amy |

COrganizaticnal roles
C ]
lanmﬁ:b-u:lma_,ﬂw i

==

13

Click Close.

Note: The request has been submitted successfully.

Manage Users > Change User > Success

You successhully submied a reguesi for December 18, 2018 11:34 AM io change the profile for Amy
Othar Tashs

-0
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Task 17 Removing Access (Service) from a User

If a user no longer needs to have certain access (services), the administrator can revoke the
unnecessary access from the user.

®= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.
Complete the following steps to remove services from a user.

Click the Manage Users link.

Mansgs Acthites
Liog Cadl

- S S p—

SEacin Faximass g e S e 4 o

!:muD

Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the

Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.

2 EF..

Home ¢ LA <
| || ENEN

Changs Passwords Manage Users > Select a User
Lhange rasswords
Manage Users To locate a user that you want to manage. type information about the user in the field, select a filter, and then click Search. The users that
b View R t match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
jew hequests item you are searching for. To search for a textual pattern in the middle of an item, use the ™' symbol on the keyboard to indicate a wildcard
(For example, typing *b* will find "abc”.)

Search information Search by
I\ | [Preferred User ID 4

Users

4 Manage Activities
Log Out

To perferm a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform.

[ Include individual accounts when suspending, restoring, or deleting users

Refresh
L[| Select ~ J Name AJ E-mail Ad... ~ J Preferred... ~ J Business... AJ Status A
Total: 0 Displayed: 0 Selected: 0
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3 Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the checkbox next to the user you want to remove services (roles) from.

|
Manage Users > Select a User
Ta locate a user thal you wanl b manage, fype informaton about the user in the fisld, select a Bller, and than click Search. The users that maich
your critenia ate displayed n the table below. By default chckng Search wil ssarch the system based on the beginning letters of the item you are
searchng for. To search for a textual patiem in ihe maddle of an dem, use the ™ symbal on the keyboard o ndicate a wildcard. (For example. typing

Log Out i will find “abe” )
Seanch informaton . Searchby
| ] Pefres User 0 .
Usars

To parform a pasticular task for @ usar, <hick the icon naxt ta the name of the user, and then select The task that you wanl to pacform

2 resubs found for

6 Click Change.
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Select the role (service) to be removed.

Note: The services displayed depend on the type of user (i.e. Agent, Group,
Association/Chamber) viewing them.

Changs Passwords +BCESMAgent M Users > Change User > BCBSMAgent
Manage Usars Audit Type the appropriate information for the user. When you are done specifying information on each of the tabs,
b View Requests change the wser or Schedule 10 schedula the request
out Agenl Company Information
Entropy Response ATHE ierih
It Uiser [N'H' |
+Last name
]
companyname
E-mad addrass
number

q Submet Now || Schaduse Submission | | Cancal |

8 Click Delete.

9 Click Submit Now.

10
Click Close.

Note: The request has been submitted successfully.

Manage Users > Change User > Success

Manage Usery
View Roquests o successtully submed 3 reguest for December 18, 2018 11:34 AM 1o change the profile for Amy
Other Tasks
Yo my reguast
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Task 18 Assigning Principal Administrator

A need may arise to assign the administrator role to a user. After approving a user’s registration

request, the administrator can assign a user the role of Principal Administrator. The assigning

administrator maintains the role as well.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to assign user as Principal Administrator.

Step ‘ Action

1
Click Manage Users.

1l

|

muD
nJ

Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.
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Y RN

Home 3 {MJELENTRIE 3 | <
My Work Manage Users =NE)

Home

Chanss Passwords Manage Users > Select a User
Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard.
(For example, typing *b* will find "abc”.)

Search information Search b
1 ] IFreierred User ID 4 m

Users

b View Requests
P Manage Activities
Log Out

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Include individual accounts when suspending, restoring, or deleting users

[Change | [ Delete || Suspend | [ Restore || Refresh |
[ Select_~ | Name 4 | Email Ad... » | Preferred... » | Business... ~ | Statu

Total. 0 Displayed: 0 Selected: 0

3 Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the checkbox next to the user you want to assign as Principal Administrator.

e A
T purtar o Parkiun L6 e § Sl D IR Gl Tl 10 T Plene oF T sbir 000 AT Le] TN LAGE T Pl SR M i
Srmins fpont -
| s .-aJ
e
A
i
amva
[
W

6 Click Change.

Click Company Information.

Note: Depending on the user, this field could be referring to the Agent, Group, or
Association/Chamber.
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] Manage Users > Change User > Agent Company information

e e

#ECENM e
B —p——
R e e L
Corsan inksmbon

Click Close.

Note: The principal role now displays under the user’s roles.

8 Select Principal Admin checkbox.
Note: Depending on the user, this field could be referring to the Agent, Group, or
Association/Chamber.
9
Click Submit Now.
Note: The Success screen appears.
Manage Users > Change User > Success
@
10
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3 Non-Administrator Procedures

BCBSM’s Agent and Employer Secured Services administration functionality is designed to
support the registration, access management and provisioning processes for users of the secure
Agent and Group portal.

At the top of the landing page, there are three links available to assist users.
* Portal Access
* Group Code Access

e User Administration

Note: Users that are not Administrators cannot access User Administration

& 4 Access
Biue Cross Welcome & Portal Access 2
@ Biue Care Network & Group Code Access BESLNES | Entersearch
éf

of Mchgan A
User Administration

3.1 Portal Access — Non-Administrator

As a non-administrator, the Portal Access link at the top of the landing page is used to manage
your ID. The tasks you can perform in this section are listed below:

* Changing password
* Requesting access (services)

* Updating user profile

Log in and click Portal Access to begin a task.

S e Welcome
Biue Care Network
of Mchgan

Task 19 Changing Password After Login

[ Logout - ISR

You can change your password after logging in to Secured Services.

®= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to change your password after login.

Step ‘ Action

Page 63



Version 7.1

12/20/2021

Click Change Password.

Welcome, Help Logoff
My Password Change Password
= Lise this lnk 1o change your passwords.

My Access Request Access
Request access to ibems such as accounts and apphcations

Y
View Acoess
Vigew your access 1o dems such as accounts and apphcabons

Delote Access
Dialate access to ilems such as accownts and applications,

Type the New password.

Welcome Helg Legefi
Home = Change password

Change Password
View the accounts to be affected by the password change and review the criteria for the new password. Then, specify a new IBM Security Identity Manager password and click K. All required fiedds are marked with (+
)

» 1. View my accounts that will be affected by this password change.
¢ 2. Review the criteria for my new password:

3. Change my password

el Support 1800 2. Hotrs of Opersbon’ Mandsy thraugh Fridey 8.3 m 1o 8pm
antaci Us | Hewsroom
GESH ang BGN NonprA! corporations 0rd Indegendent icensess of e Shus Cross and Biue Shiskd Association

3 Re-type the New password to confirm.

4 Click OK.

The following screen displays to confirm your change password request has been submitted.
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Request Submitted: Change Password
You have submitted a request. Below is the information avatlable to you at 1his time:

Request Detail
Request I0: I550926506126060452
Date Submitted:  Noverber 20, 2018 2:46 27 PM
Requast Typs: Changa Password for Multple Accounts
Accessicoount on |SAM Sanace

on [TIM Servce

Related Tasks

To chick on the status of your request, fefer o the View My Requests page. |
| To perform other tasks go ta the 1BM Securily identity Manager Home page. |

Wb Support 1-500-255-2932, Houn. of Operaton: Mancey throwugh Fricey: S a.m 108 pm
Fired-# Discten | Privaty | Contst Uis | Newsioom
§1598-2015 BCBSM and BCM Nonprofit comparations and independent licérsens of the Blue Cross and Blue Shasld Assotiston
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Task 20 Requesting Access (Services)

All users can request to have an available access (service) added to their ID.

®= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.
Complete the following steps to request access.
Step ‘ Action

1
Click Request Access.

Welcome, Help Logoff

My Password Change Password
7 Use this link to change your passwords
[
L]

My Access Request Access
3 Request access to items such as accounts and apphcations
Ty

View Access
iew your access to tems such as accounts and apphcations

Delete Access
Delete access lo ilems such as accounts and applications.

My Profile View Profile

— Wiew your profile information
- )
e = ¢

My Requests

= 4

Select desired Access Name from the list.

Note: The access (services) displayed will vary based on the type of user (i.e. Agent,
Group, Association/Chamber).

Page 66



Version 7.1 12/20/2021

Welcome,
Home > Request access

Request Access

Choose Access
Click the name of the access you would like to request.

Access Name < Access Type Description

BCExplainer Application CCA-eGateway Service Package

Application e8illing gives you access o billing information for your...

eBilling_View Invoice Access Application eBilling gives you access to billing information for your..

&B ac ing_group use Application Groups receiving monthly billing details and members....
Bookshelf billinglnvoice group user Application Groups receiving weekly or monthly invoices with pay.

ebookshelf financial group user Application For specific groups onty. Use instead of location speci...
BookshelflL ocation SpecificAdmi Application This is normally used by Principal Administrators or B..

HCBO Application Manage your account with health care benefits online

MCS Update + Claims Application The membership & Eligibility systems allows youtovi...

MCS Update No Claims Application The memibership & Eligibility System (eMCS) allows y...

Page10f2 [>]  Page Number: |1 [Go] Totak13  Displayed: 10

Click the Request Access button.

Welcome, Help Logoff
Home = Requestaccess » Request access confimation

Request Access: eBilling_Pay_Invoice_Access
You have chosen 10 request access for the following information

Access eBiling_Pay_Imvoice_Access

name:

Access type: Appheation

Descrption: eBilling gives you access 1o billng mformation for your group account or BCBSM book of business. Search by customer name or invoice to view cument and past bills, and print transaction and payment
ref

ports
—o

The following screen displays to confirm the access (service) request has been submitted.

* Note: An email notification is sent to the Administrator to approve/reject the requested
access (service).

Welcome, : Holp Loaol
Home > Requestaccess > Request submilled

Request Submitted: New Access

You have submitted a reguest Below s the information available to you at this time

Request Detail

Request ID: 2149315134849956726

Drate submitted: December 11, 2018 10:12:49 AM

Requast type User Data Changa

Account/Azcess eBilling_Pay_lnvoice_Access

Access type Application

Deserption aBilling grves you access to billing mformation for your group account of BCBSM book of business. Search by customer name or imvaice 10 view current and past bills. and print transaction and payment
reports.

Related Tasks

To check on the status of your reguest, refer to the View Requests page
To request another access, chick on Request Access to search for another access.
To perform other tasks go to the IBM Security Mdentity Manager Home page.

Task 21 Updating User Profile

You can view and/or change your user profile information in the My Profile section. There are
five hyperlinks in the left navigation window that make up the personal user profile. They are:
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BCBSM Agent (or BCBSM Group), Agent Company Information (or Group Company
Information), Audit, Entropy Responses, and Invite User.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.
Complete the following steps to update your profile information.
Step ‘ Action

1

Click View or Change Profile.

Welcome Help Logof

My Password
)
L]

G hang o
Lise this ik to change your passwards.

My Access Request Access
b Resurest access 1o flems such &s accounts and applications.

WirW your BELess 1o ibems. such as accounts and applcations

lete Access
ccess ba fiems such as accounts and applications

My Profile l Yigw: ¢ Change Profit ‘
— View and edit your personal peofile
= if e P

Key the updated information in the correct fields.

Note: The screen displayed above is for an Agent user. The update process is the same
for a Group user, displaying fields and information relating to the group.

ne > View or change profile

View or Change Profile

Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page, click OK. All required fields are marked with (+)

+ BCBSMAgent + Full name
Audit
Agent Company Information | * Last name
Entropy Response
Invite User 2 RCUPITAT
E-mail address
Talephane number
o
Agent Number
First name
Organizational roles
| Search |
AgentSAMRole
AgentiSIMRole Delate
MCS View No Claims -
+ Preferred user ID
3
~—

3 Click OK.
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The following screen displays to confirm the profile change request has been submitted.

H [ Ehad

= Request submitted

Request Submitted: View or Change Profile

‘You have submilied a request. Below is the information avallable to yeou at this time

Request Detail

Requast ID BT5AE40358130357158

Diate submitted December 4, 2018 20113 AM
Reguest type iew or Change Profile
Account'Access:

Related Tasks

T eheck on e Stalus of your request, refer 1o Ihe View My Renuests page

To perfarm ather tagks go 1o the IBM Securily |dentity Manager Home page

Web Support 1-200 SamtgEpm

©1896-2015 BCBSM and BCH Nanp e Cross and Blus Shisld Associstion

3.2 Group Code Access - Non-Administrator

As a non-administrator, the Group Code Access link at the top of the landing page is used to
manage your group code access. The tasks you can perform in this section are listed below: *

Requesting Group Codes

Log in and click Group Code Access to begin a task.

Blue Cross W . & Portal Access

Biue Shieid elcome: oy

@ Bilue Care Network |&‘ Group Code Access I Logout - /| Enter search.. [roo

of Michigan —
; & User Administration
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Task 22 Requesting Group Codes

Users can request access to available group codes.

= Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.

Complete the following steps to request group codes.

Action

Click Request Group Access.

My Group Access: Current Access Export

The following fist containg all the Agent IDs and Group cugtomers that you curmentiy have access to.

Group Codes

Access Type Name Physical Address Parent Date Assigned/Updated

Home

My Group Access

Current Group Access
Request Group Access 1
- Have Questions? cafl 877-258-3832 User Guides Privaty Policy

© 1996-2018 Blue Cross Biue Shieid of Michigan and Biue Care Network Nonprofit corporalions and independent licensees of the Blue Cross Blue Shield Association

Select the checkbox(es) for the Group Code(s) you want to request.

My Group Access: Request Access

Typé : Chamber_ Association The following addiional customers are available for you to request access 1o from your Company Administrator. To submit a
reguest for any of them, check the box to the left and click ine Reguest Selected button
W%m& Group Numbers
E-mail :
Access Type Name Physical Address Parent  Assighed/Updated
Home
BCBSM
My Group Access
Current Group Access BCESM
Request Group Access
BCBSM
BCBSM
[ g N --) Pl S g ¥ SR NG g! P g ™ P ey okt
BCESM
BCBSM

o RequestAuess

3 Click Request Access.
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