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Agent/Group Identity Manager - Desk Level Procedures
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Network. It cannot be reproduced and distributed without consent.
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1 Non-Secured Procedures

As a user, there are several tasks you can perform from the Login screen at BCBSM.com. The
tasks you can perform are listed below:

e Registering for Secured Services - Principal Administrators
e Resetting your password

e Recovering your user name

Blue
Blue Contact Us Search oursite | Q
Biue Care Network
. ©  of Michigan

HOME EMPLOYERS AGENTS PROVIDERS

Find Plans Health Insurance 101 For Members About Us Help
Browse our plans: Loginas a:
» Individual and Family Member Username:
Enter your usemame
Employer
» Medicare Password:
Provider Enter your password
P Medicaid Plans Agent

LOGIN
» Employers Forgot your username or password?
Get login help

& Geta Quote
Not Registered? Get access to your employer portal. Register Now

E] Find a Doctor
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Task 1 Registering for Secured Services - Principal Administrators

As an Administrator, you can register for access to Secured Services as a group, agent, or
association/chamber.

= Note: This task assumes you have selected Register Now under Login for Employer or Agent
at BCBSM.com.

Complete the following steps to register for Secured Services — Principal Administrator.

Step Action

1 Click Begin.

Note: The screens displayed in this task are for groups. The agent and chamber screens
are similar.

Blue Cross
e Blue Shield
U& of Michigan
® (]

GROUP CUSTOMER REGISTRATION

Welcome!

Thank you for choosing to register for BCEBSM's Secured Group Customer Services!

Pleasa Mote: Only Principal Administrators can continue with this process. If you are the employee of a group
customer, or a Third Party Administrator/vendor, you must be invited by the company's Administrator after he
or she has completed this online registration process.

It you are the Principal Administrator of your Group Custormer company, please click the Begin button to start
your registration

In many instances, a help tip is located next to fields. If you have questions about a field, hover your mouse
overthe| 9 fer additional Infermation. To see where you are [n the registration process, please refer to the
progress meter on the right side of each page.

2 Select the | Agree radio button and click Continue.
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GROUP CUSTOMER
REGISTRATION

Responsibilities of a Principal Administrator

The following ag
your registration,

must be pted to continue with

In many instances, a help tip is located next to fields. If you have
questions about a field, hover your mouse over the ( 9 | for
additional information. To see where you are in the re;_;lstratlon
process, please refer to the progress meter on the right side of
each page

Principal Administrator Agreement

Printable version

Effective: 01/01/17

Secured Services Website
Terms and Conditions of Use

he following Terms and Conditions of Use (“Terms") govern your
organization’s ("Group”) access to and use of the BCBSM/BCN
Secured Services Website ("Website”). BCBSM/BCN may change
he Terms at any time. Your use of the Website (after updates are
made to the Terms) is your agreement accepting the changes.
Please revisit this Terms and Conditions of Use page often for your
review of updates. If you disagree with the Terms, you are instructed
not to use this Website.

A "

{ and Recisteat
appont 3 Pringipal Admanistrator by registering him opher -
o, o P P -

of Principal Ad jlgr.  Group shall

Do you agree to the terms and conditions of the Principal
Administrator Agreement?

Please note: By selecting | Agree, you acknowiedge that you have read
the agreement and accept the role of Principal Administrator for your
Company. If you decline, you will not be able to continue the
registration process or access your secured services.

0 Agr

07/22/2019

Blue Cross
i Blue Shield
U&‘J of Michigan
® o

GROUP CUSTOMER
REGISTRATION

Type of Group Customer

Pleasa select what the type of Group Customer for which you are
the Principal Administrator. If you are not sure what type of Group
Customer you are, please contact your Blue Cross representative
for assistance

In many instances, a heip tip is located next 1o fields. If you have
questions about a field, hover your mouse over the | 9 ) for
additiopal infarmation. To see where you are in the registration
nlgasa refer 1o the progress meter on th side of
_p 3@ refer 1o the progress __'}mnju :

e

3 Select the Group Customer Type radio button and click Continue.

Note: In this example the Group radio button is selected.

Please select your Group Customer type:
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4 Type the BCBSM or BCN Group Number, First Name, Last Name, and PIN and then click
Continue.

Note: This step may take time, while the entered information is verified. Unless you receive an
error do not back out of this step.

REGISTRATION First, you must be confimed as the Principal Administrator for your
Administrator Registration CC any 4 nd the information A wd in BCBSM's
U are unsure how i stored, please contact

You have selected the ‘Groug' type. Please fil out the form with the ) 2 Information .e-red into 1h.|s een is not -:ase sansitive,
Group Information spacial character sansi luding spaces and/or hyphens.

In many instances, a help tip is lacated next to fislds. If you have BCBSM Group Number ) rmber o
questions about a fleld, hover your mouse cver the | § | for

additional information. To see where you are in the registration

process, please refer to the progress meter on the right side of BON Facets N — . 0
each page.

Flrst Name
s
I S e
5 Confirm the information is correct and click Continue.
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GROUP CUSTOMER Please confirm that the information below is comrect. If it is not comect,
REGISTRATION iease contact BCBSM at 8777

Company Profils

Company name

In many Insiances, a help tip ks located next to flelds. I you have
guestions about a field, hover your mouse over the | 9 ) for

additional information. To see where you are In the registration
process, please refer to the progress meter on the right side of
each page

e T U L S

6 Type the Phone Number and Email Address, and then click Continue.

GROUP CUSTOMER REGISTRATION . cem Bl 10 endor your phone rumbe ;

Create A User Profile

Congratulations! You have compkeled your campany registration. Now we need
acdticnal information 1o regisier you as a User. As we alieady hawe some of your
c O TTOIM pEEVIoUs SCTeens, you will not need 10 re-mput it unkess your User
Profise information should be: different

In many inslances, a help g is

iocaled next 10 Tields. I you have questons about a
fiekd, howes your mowse aver the (9 ) for adoitional information. To see where you
ane in the regisiaton process, please neler jo the progress meder on the ight side of
each page

. B s A i

7 Create a User Name and Password, and then click Continue.
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GROUP CUSTOMER REGISTRATION

Croate User Name and Password

In many instances, a help bp & located next 10 felds. I you have queshons about a

fleld, hover your mowse ower the | 3 ) for addinal information. To see where you

e in 1 regIstration prodess. peEse nefer 10 the progress meter on the g side of
eath page

ConfSirm Passward

e r_f-j"“ L g

8 Click the two drop-down arrows to select two different security Questions, type the Answers
in the white boxes, and click Continue.

Note: This step may take time. Unless you receive an error do not back out of this step.

GROUP CUSTOMER REGISTRATION op-diowTes ba select and

Security Quessons and ARSwers.

Please use the form o the right fo set up your security questions

Inmany instances, a help tip is localed next 1o felds. If you have quesiions about a

Tiekd, ROVEr yaur mause over the | F | for acarional infermation. To see whele you

are in e regisiration process, please refer io the progress meter on the right side of [what &5 your father's middie name?
each page. What city were you bom in?

R A e SR

NTIMLIE

-

9 Verify that all the information you entered is correct and click Continue to complete your
registration.

Note: This step may take time. Unless you receive an error do not back out of this step. You will
receive email notification once your registration is processed.
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GROUP CUSTOMER REGISTRATION

Fimal Confumation

Piease confim all regisiration information below. IT ary indormation needs io be
changed, use the Previous buthan 1o navigate back 10 the appropriate screen, make
Your upaate, and Men continue rough the regesiralion process again.

In many instances, a hedp 1 is Iocated next o felds If you have questions about 2
fiekd, NOWET youIr Mause aver the ? for adomional information. To see where you
are in the regisiation process, please refer io the progress meter on the night side of
ach page

Your User Frofile

Autc-Granted SErVICES

"M_JWI'MMA b

07/22/2019
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Task 2 Resetting Your Password
Users can reset their password from the Login screen at BCBSM.com.
= Note: This task assumes you have selected Forgot Your Password under Login at

BCBSM.com.

Complete the following steps to reset your password.

Step Action

1 Key your User Name.

Blue Cross
a1y

Recover Password

l!'.

SERVICES

LOGIN FOR SECURED

Forgot Your Password?

If you have forgotien your Password, you will need to reset it for security purposes. Please enter your User Name to start the

3-slep process

Have Questions? Call 877.256-3832 Liser Gusdes

©1966-2018 Blue Cross Blue Shiskd af Michigan and Blus Case Network Non

the Biue Cross and Blue Shield Assacistion

it comporations. and indepencant lcensees of

2 Click Continue.

3 Key answers to security questions.

Blue Cross
e Blue Shield
UQQ of Michigan
® (]

Answer the questions below:

Answer Security Questions

Please answer the two security questions to the night. These questions and answers were created by you when you first
registered. After these correctly an email will be sent 1o the email address thal we have on file

What Is your mother's maiden name?

What is your father's middie name?

4 Click Continue.
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Task 3 Recovering Your User Name

Users can recover their User Name from the Login screen at BCBSM.com and have it sent via
email.

= Note: This task assumes you have selected Forgot Your User Name under Login at
BCBSM.com.

Complete the following steps to recover your User Name.

Step Action

1 Key your Email address.

Blue Cross
e
L] (]

LOGIN FOR SECURED SERVICES Recover User Name

Forgot Your User Name? m
To have your User Name sent 1o you, piease enter your e-mall agaress. -
2

2 Click Continue.

Note: Your User Name will be sent to the email address specified.

3 Click Login and continue login process.

Blue Cross
fatsy hi
Vav v’ e

® (]

Forgot Your User Name? Recover User Name

Piease check your emall if we have found ihat this emall address is fegistered to & user name you will be receiving an email shorty Please check your email

Login 3

19962018 Blua Cross Blue Shieis
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2 Administrator Procedures

BCBSM’s Agent and Employer Secured Services administration functionality is designed to
support the registration, access management and provisioning processes for users of the secure
Agent and Group portal.

At the top of the landing page, there are three links available to assist Administrators.
The three links are:

e Portal Access

e Group Code Access

e User Administration

& R i
mo«m Welcome & Portal Access — o
@ Biue Care Network & Group Code Access Logout » P I Enter search.. GO+
gu '

of Mchgan
ser Administration

2.1 Portal Access - Administrator

As an Administrator, Portal Access is used to manage your own secured services account, in
addition to managing any user(s) registered to your Agent/Group. The tasks you can perform in
this section are listed below:

e |nviting new users
e Approving new users
e Approving requests for access or services

e Updating user profile

Log in and click Portal Access to begin a task.

P
Biue Care Network & Group Code Access Logout » ) I Enter search.. Go*"
of Mchagan ol

& User Administration

G PES
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Task 4 Inviting New Users

As an Administrator, you can invite new users to register via email. Each invited user receives
an email invitation that provides instructions and a link to complete their registration.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to invite new users.

Step Action

1 Click View or Change Profile.

Welcome Help Loaofi

My Password Change Passwaord

e Use this bnk 50 change your passwonds.

[

]

My Access Regueat Arcess
- - Request access 1o itéms such &3 sctounts and applicabions.
=]
—-—-J Vimw Aesias

W FOUT DECESE 10 iDEMS SUCH BB BECOURTS ANG BPESEANCAS

Delefe Access
Dedete access bo Rems such as sccounts and spplic ations

My Profile Wiew or Change Profise
i few and edil youd peranal peofile

& \,

2 Click Invite User.

Welcome, Help Logofi
Home > View or change profile

View or Change Profile
Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page, click OF All required fields ane marked with (%),

+ BCBSMAgent + Full name
Audit — 1

Agent Company Information | * Last name

Entropy Response

Invite User + companyname

E-mail address

3 Key the email address.

Note: If you are typing more than one email, separate each of them with a comma.
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Welcome, Help Legoff
Home > View or change profile
VView or Change Profile

Change the profile information below. When you are done reviewing and changing mformation on each tab and on the role assignment attributes page, click OK. All required fields ane marked with (+)

+ BCBSMAgent

Invited User Email-ID: Separated by Comma
Audit l ]
Agent Company

4 Click OK.
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Task 5 Approving New Users

After a new user has completed the registration process, you are notified via email. You are
then able to approve the user.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to approve a new user.

Step Action

1 Click APPROVEREGISTRATION.

Welcome, Help Logofi
|
Action Neaded APPROVEREGISTRATION requires. your attendion by 112318 S540:18 AM
4
+
-
|
My Password Change Password |
= Usa this link to change your passwords
) g your p
[]
My Access Reqguest Access

Fil‘:?l'-‘L"S" access o dems such as accounts and apphcabons

i

View Access
View your access bo ilems such as accounts and applicatons.

Delate Access
Delete access to items such as accounts and applications

2 Under Reviewer Action, Click Approve.

Review Request

Review the details of this request. To complete this activity, select the appropriate action, enfer information in the comments fiedd, and click OK. To review oiher activities without completing this request at this time
click Cancel

Regquested for

Reguested by
Due o

Instruction sumema
b Instruction Detail

REGISTRATION APPROVAL REQUEST

Reviewer Action

Select the appropriate action

Reviewer Comments
Enter comments

= 3
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3 Click OK.

The following screen displays to confirm your approval of the new user.

Welcome,
Homg > Approve and rgvidw reguesls > Review request = RE’SWI'ISE submitted

Response Submitted: Approve
You have compﬁeted this a:tlvlly. which will be removed from your list.

Help Logolt

Request Detail
Dale submitted: 2018 11 16 09:40:15

Request type Mew Usar
Renquested for

Requasted by ISIM WS Adrmin
Action taken Approve

Related Tasks

Ta review other activities, refer to the Approve and Review Requests page.
To perform other tasks go fo the [BM Security identity Managar Homa page

Web Support 1-B00-258-3832 Hours of Operation: Monday shrough Friday, & a.m_ 168 pm
Find a Doctor | Privacy | Condact Us | Hewsroom
3 1588-20715 BCBSM and BCH Nonprofit corporations and independent icensees of the Shoee Cross snd Blue Shield Associpbion
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Task 6 Approving an Access (Service) Request

A user request for access (service) for an application does not become effective until you as an
administrator approve it.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to approve an access (service) request.

Step Action

1 Click SPAPPROVAL.

Welcome, Help Logol
Action Meeded 1 SPAPPROVAL for requires your attention by 11720018 2:69.25 PM
——
o
=1
— { )
My Pazsword Change Password
= e this ok ko change your passwonds
7 ° g i
'
My Access Renuest Access
Request access to items such as accounts and applications
F‘ q PP
v Vigw Access
Wiew your access {o items such as accounts and applications
Delete Access
Delete access to items such as accounts and appheations

2 Under Reviewer Action, Click Approve.

Review Request

Review the details of this request. To compléte this activity, select the appropriate action, enter information in the comments field, and click Ok To review other aclivities without completing this réquest at this time.
Click Cancel

Request Detail
Diate submited 2018 1119145926
User Data Change

Request tipe
Reque: for
Requested by’
Due date

b Instruction Detail

|SERVICE PACKAGE APPROVAL REQUEST

Reviewer Action
Select the appropriate action:

Approve
Rajeet

Reviewer Comments
Enter comments:

W

3 Click OK.
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The following screen displays to confirm approval of the access (service) request.

Home = Approve and raview requests > Review request » Response submitted
Response Submitted: Approve

'fou have completed this activity, which will be removed from your kst

Request Detail

Date submetted: 2018 11 19 14:55:26
Request type User Data Changs
Requasted for

Reguested by

Action taken Approve

Related Tasks

T review otner actviies, refer 1o the Approve and Review Requasts page.
To perform alner tasks go to the [BM Socurity identity Manager Home page.

Wl Support 1-800-255-3932. Hours of Dperaicen: MonEry through Fricgey. Bam. 03 pm
Find 8 Docior | Privacy | Contad Us | Newsroom
§ 15082015 BCASM and BCM Nanpeolil codporations ard indépendent ikenssss of the Blus Cross snd Blos Shisld Assot=dion
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Task 7 Updating User Profile

You can update your user profile from the link View or Change Profile, found in the My Profile
section. There are five tabs on the left navigation window that make up the personal user
profile. They are: BCBSM Agent (or BCBSM Group), Agent Company Information (or Group
Company Information), Audit, Entropy Responses, and Invite User.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to update a user profile.

Step Action

1 Click View or Change Profile.

Welcome Help Logofi

My Password Change Password

— Use this link to change your passwords.

|'?\?.

+

My Access Request Access
Request access fo items such as accounts and applications.
J View Access

View your sccess to items such a3 accounis and applications

Delete Access
Delete access to items such as accounts and applications

My Profile View or Change Profile
=k View and &dit your parsonal profile.
—{ -

2 You can update information under any of the tabs in the left navigation pane by
clicking on the appropriate tab.

Note: The appearance of the Agent and Group screens are similar. Although the fields
and information on the respective screens are unique, the process of updating the
fields is the same.

IF you want to update:

BCBSM Agent (or Group) tab Go to step 3.

Agent (or Group) Company Information Go to step 5.
tab
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Entropy Responses Gotostep 7.

Note: Entropy Responses refers to
security questions and answers.

Invite User Go to step 9.

3 Key the updated information in the correct fields.

Note: The screen displayed is for an Agent user. The screen for a Group user is similar,
but with fields and information relating to the Group. The process of updating is the
same.

View or Change Profile

IChange the profile information below. When you are done reviewing and changing information on each tab and on the role assignment atlributes page, click OK. All required fields are marked with (+).

+ BCBSMAgent + Full name
Audit

+ Lastname

Agent Company Information

Entropy Response

# companyname
Invil 1S pany!

E-mail address

Telephone number

pin

Agent Number
|Fwsnname

Organizational roles

[Agent Principal Admin ~  [Search]
AgentiSAMRole -
AgentlSIMRole [Delete |

MCS View No Claims -

#+ Preferred user ID

-

4 Click OK.

Note: The following screen displays to confirm the profile change request has been
submitted.

Home > View or change profile > Request submitted

Request Submitted: View or Change Profile

[You have submitted a request. Below is the information available to you at this time.

Request Detail

Request ID: 3288919495983338121

Date submitted: November 19, 2018 3:23:40 PM
Request type: View or Change Profile
Account/Access:

Infermation Updated
First name

Last name:

companyname:

Related Tasks

Te check on the status of your request, refer to the View My Requests page.
Go to View or Change Profile page
To perform other fasks go to the 1BM Security Identity Manager Home page,

Web Support 1-800-258-2832, Hours of Operation Monday through Friday, 8 a.m. 1o 8 p.m
Find & tor | Privacy | Contact Us | Newsroom
@1896-2015 BCBSM and BCN Nonprofit corperations and independent licensees of the Blue Cross and Blue Shield Association
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5 Key the updated information in the correct fields.

Note: The screen displayed is for Group Company Information. The screen for Agent
Company Information is similar, but with fields and information relating to the Agent.
The process of updating is the same.

Welcome,
Home = View or change profile

View or Change Profile

Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page,

Help Logoff

+ BCBSMGroup [ Group Auto Update

+ Group Company Information || Company Name

Audit
e ‘Group Company Address

Invite User

Group Firm Type Classification
true

BCBSM Group Number
I

I Group hipaaphi

Group Registration Time
T&C Time

Group SponsorlD

# Group FirmType
Group

Group ContractSize
Group-Group Name
Group CID

Mainframe BCBSM-ID

|
Mainframe-BCN-1D

=0

Web Support 1-800-258-3932. Hours of Operation: Mondav throuah Fridav. 8 am to 8p.m

6 Click OK.

Note: A screen displays to confirm the profile change request has been submitted.

7 Key the updated information in the correct fields.

Note: Entropy Responses refers to security questions and answers.
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Welcome, Help Logoff
Home > View or change profile

View or Change Profile

Change the profile information below. When you are done reviewing and changing information cn each tab and on the role assignment attributes page, click OK.

* BCBSMGroup What is your mother's maiden name?
test

# Group Company Information

Audit What is your father's middle name?

Entropy Responses

» What city were you born in?
Invite User

What is the first vehicle you drove?
test

What is your favorite food?

What is your pet's nama?

Web Support 1-800-256-3332, Hours of Operation: Monday through Friday, 8 a.m. to 8 p.m
Find a Doctor | Privacy | Contact Us | Mewsroom
@1996-2015 BCBEM and BCN Monprofit corporations and independent licensees of the Blue Cross and Blue Shield Association

8 Click OK.

Note: A screen displays to confirm the profile change request has been submitted.

Welcome, Help Logefl
Home > Yiewor change proble > Request submitied

Request Submitted: View or Change Profile

You have submirted a request. Below s the information available to you at this time.

Requeast Datall

Request ID: 13955245165585365590
Dt subrrittord Ji 4201921945 PM
Request type: “iew or Change Profile

AccounbAccess

Information Updated
tebam-agent-initedemal

Related Tasks

Ta chedk &n the slatis of your request. refer to e Yiew My Beqiests page.
Go 1o View or Change Profile page

T perfarm GSner 1asks G 1o the [HM Security identity Manager Home page.

s reserved

9 Type the updated information in the correct fields.

Welcome, Help Logoff
Home > View or change profile

View or Change Profile

Change the profile information below. When you are done reviewing and changing information on each tab and on the role assignment attributes page, click OK.

+ BCBSMGroup Invited User Email-ID Separated by comma

+ Group Company Information I I
Audit

Entropy Responses

Invite User

Web Support 1-500-255-3932, Hours of Operation: Monday through Friday, 8 a.m. to & p.m.
Find a Doctor | Privacy | Contact Us | Newsroom
{@1996-2015 BCBSM and BCN Monprofit corporations and independent licensees of the Blue Cross and Blue Shield Association
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10

Click OK.

Note: A screen displays confirming the profile change request has been submitted.

Welcome,
Home > Yiew o change groble > Request submitied

Request Submitted: View or Change Profile

Help Logefl

You have submirted a request. Below s the information available to you at this time.

Requeast Datall

Request ID: 13955245165585365590
Dt subrrittord iy 4, 2019 219 46 P
Request type: “iew or Change Profile

AccounbAccess

Information Updated
tebam-agent-initedemal

Related Tasks

To check on the tahut of your request. reter to the Yiew by Heayesls page.
Gote View or Change Profile page.

T perfarm GSner 1asks G 1o the [HM Security identity Manager Home page.

Copyright IBM Comporation 18252012 All rights reserved
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2.2 Group Code Access - Administrator

As an Administrator, the Group Code Access link at the top of the landing page is used to
manage your users’ access (e.g., manage group/divisions, external access, automatic-updates).
The tasks you can perform in this section are listed below:

e Adding/removing group codes
e Requesting/approving external access

e Turning on/off automatic-updates

Log in and click Group Code Access to begin a task.

Biue Cross & Portal Access

Bive Shieild Wielcome [$ Group Code Access | e

Blue Care Network & Group Code Access | Logout ~ EESSRITECIE
of Mchigan

& User Administration
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Task 8 Adding/Removing Group Codes
As an Administrator, you can add and/or remove group codes for a user.

= Note: If you turn on the Automatic-Updates you will be granting access to all Group Codes.
Automatic-Updates must be turned Off to remove Group Codes.

= This task assumes you are successfully logged in and have selected Group Code Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to add/remove group codes.

Step Action

1 Click All Users.
My Group Access: Current Access Ex
The following list contains il the Agent IDs and Group cuslomers that you currently have access 1o. To remove access 1o any
of hese group customers, click the box (o the left and click the Remove access button
Group Codes
Date ~
Access Type Name Physical Address Parent Assigned/Updated
My Group Access
BCBSM
My Users BCBSM
o =
Assigned Access
BCBSM
Assigned Access History
Requests and Invites BCBSM
Pending Group Requests
Extenal Companies BCBSM
BCBSM
. ’
2 Click user’s Name.
Ed
My Users : All Users
Below are the all the user's whose group membership can be managed
Users Administrator User
Status Name Username Company Mame Company Type ~
- =0
My Group Access W
Current Group Access
My Users
Assigned Access
Requests and Invites
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To

Add Group Codes

3 Note: The selected user’s Current Access displays.

Then

Go to step 4.

Remove Group Codes

Gotostep 7.

4 Click Add Access.

Codes.

Type :

Company

E-mail :

Home

My Group Access
Current Group Access
My Users

All Users

Assigned Access
Assigned Access History
Requests and Invites

Pending Group Requests

User Group Access :Current Access

WViewing : Anmy

The follawing list contains all the Agent IDs and Group customers that the above user
currently has access to.

Automatic Updates

Status Desecription
0 Off This user automatically receives updates to their company’s access
Group Codes
Access Type Name Physical Address Parent

Note: If Turn On is selected for Automatic-Updates, access is granted to all Group

Cument Access

O "

\upﬂm

Date Assigned/Updated A

W

-

Home

My Group Access
Current Group Access
My Users

All Users

Assigned Access

Assigned Access History

Pe Flrusl's? Inﬂt‘f‘:_sﬁ_.‘_/ o~ = ‘l\_

User Group Access : Add Access

Viewing - Amy

The following additional Group Customers are available to this user. As a company
Admanistrator you have the ability to grant access to these additional group numbers as
appropriate. To add access to any of the following, check the box to the left and click the Add
Selected button

roup Codes
Physical
Access Type MName Address Parent
B =
s BCBSM ia e
= r—_— W — -~ - -
Vo Ah g v
1 BCBSM
Ll BCESM

Current Access

AssignediUpdated

Y

e
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6 From the Current Access screen, click Add Access.

7 Click the checkbox(es) next to the group code(s) to remove.

Note: Automatic-Updates must be Off to remove Group Codes.

Home Status ‘ Description
My Group Access ooff This user automatically receives updates to their company’s access
Current Group Access
My Users Group Codes
— v
Pk eoais Access Type Name Address Parent  Assigned/Updated
Assigned Access History @ o BCBSM
Requests and Invites
Pending Group Requests 0
External Companies v

8 Click Remove Access.

9 Type a reason for removal.

Note: This is optional.

Reason For Removal

B T

10 Click Submit.

Note: The codes are now removed.
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Task 9 Requesting/Approving External Access

Administrators can request access to group numbers owned by other external companies. They
can also approve external requests. When a request is submitted, the administrator(s) in the
owning Group company is notified. The administrator(s) of the owning Group company can
decide to approve or to reject requests from outside Group companies.

= Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.

Complete the following steps to request/approve external access.

Step Action

1 Click External Companies.
My Group Access: Current Access Export
The following list contains all the Agent IDs and Group customers that you currently have access fo.
Group Codes
Date
Access Type Name Physical Address Parent Assigned/Updated
Home
BCBSM
My Group Access
My Users BCBSM
All Users
BCBSM
Assigned Access
Assigned Access History BCBSM
Requests and Invites BCBSM
Pending Group Requests BCESM
(1
BCBSM
Have Questions? call 877-258-3932 User Guides Privacy Policy
© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association
2 Note: The External Company Requests screen displays.
To Then
Request External Access Go to step 3.
Approve External Access Go to step 6.
3 Click Request External Access.

Page 27



Version 7.0 07/22/2019

Welcome!

Requests: External Company Requests

Type : The following external companies have requested access to group codes that your organization owns. o

Company:

E-mail - Access ‘Company Requesting Administrator Date Submitted
Home ;580 Approve Access

My Group Access
Current Group Access
My Users

All Users
Assigned Access

Assigned Access History
Requests and Invites

Pending Group Requests

Have Questions? call 877-258-3932 User Guides Privacy Policy

‘© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association

4 Key the information in the correct field.

Note: The request can be submitted by populating any of the displayed fields. The
information requested may vary, depending on the type of user.

Welcome!

Request External Group Access Pending Access

Type To request access to a GrouplD owned by another company, indicate the 1D that you would like access to and Request Extemnal Access

click the Submit button. Your request will be forwarded to the company that owns that access. Once a decision
Company- has been made on your request, you will be notified using the e-mail address used in your profile.

E-mail

Agent Number

Home

My Group Access BCBSM Group # OO0 0

Current Group Access

BCN Facels Group #

My Users
All Users

[e=1Tx- | Submit
Assigned Access

Assigned Access History
Requesis and Invites

Pending Group Reguests

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit i and it «of the Blue Cross Blue Shield Association

5 Click Submit.

Note: The following screen displays to confirm the form was submitted successfully.
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Welcome!
Request External Group Access Pending Access
Type To request access to a GrouplD owned by another company, indicate the ID that you would like access to and Request Exiemal Access
click the Submit button. Your request will be forwarded to the company that owns that access. Once a decision
Company: has been made on your request, you will be notified using the e-mail address used in your profile.
E-mail
Agent Number
Home
My Group Access BCBSM Group # OO0

Current Group Access

BCN Faceis Group #

My Users

All Users 5
Cancel Submit

Assigned Access

5 Form was submitted successfully!
Assigned Access History

Requests and Invites

Pending Group Requests

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1998-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit i and it of the Blue Cross Blue Shield Association

6 Click the checkbox(es) next to the request(s) to approve.

Note: Alternatively, you can also reject the request by selecting Reject.

Welcomel

Requests: External Company Requests

Type The following external companies have requested access to group codes that your organization owns. Request External Access

Company:

E-mail - Access Company Requesting Administrator Date Submitted

Home 0
My Group Access Reject Approve Access 7

Current Group Access

My Users
All Users

Assigned Access

Assigned Access History
Requesis and Invites

Pending Group Reguests

External Companies
Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association

7 Click Approve Access.

Note: The following screen displays and the request no longer appears, meaning it has
been approved.
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Welcome!

Requests: External Company Requests

Type The following external companies have requested access to group codes that your organization owns. Request External Access
Company:
E-mail - Access Company Requesting Administrator Date Submitted
Home E=8l Approve Access
My Group Access

Current Group Access
My Users

All Users
Assigned Access

Assigned Access History
Requests and Invites

Pending Group Reguesis

Have Questions? call 877-258-3932 User Guides Privacy Policy

© 1996-2018 Blue Cross Blue Shield of Michigan and Blue Care Metwork Nonprofit corporafions and independent licensees of the Blue Cross Blue Shield Association
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Task 10 Approving Group Code Requests

A user can request access to a group code, and as the administrator you can approve or reject
the request.

= Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.

Complete the following steps to approve requested group code(s).

Step Action

1 Click Pending Group Requests.

My Group Access: Current Access 2
The loliowing lisi condsine 3 e Agent IDs and Onoue cusiomens Bl pou cumendly P Seoess b
Dais
Access. Type Name Phiysical Address Parent AsvgnedUpdaled
BCBSM
BCasM
BCM
Al Usars,
ARG AL By

ASSIGNSD ACCRES IOy

Feguesis and Imfies

Penaing Groop Aeguesss

Extormal Comparies

2 Click the checkbox(es) next to the Pending Requests you want to approve.

Note: Alternatively, you can also reject the request by selecting Reject.

Requests: Pending Group Access Requests

Tl Sclicnmii) UBE0S. Mol MUt SOl Booids W one of i Servcis

Request Naina: Company Dt Subsmittid
(% Gara
By Gt Afciss L Gerand
Cuent Group Access ¥ Gerard
Wy Usars ;
pr—-
Ad Uisars

Assgned Access

Agsignad Access Hatony
Fiequests and inifies

Prending Group Requests

Esterral Comparses

3 Click Approve.

The following screen displays that the pending requests are no longer listed and have been
approved.
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Requests: Pending Group Access Requests
T foliowang users hive reguestes aomtonal socess for one of iher sences

Prngng Aeguusss

Fagirial MNams Campany Dase Susumimed

My Growp ALcess

Curnent Group Access

Page 32



Version 7.0 07/22/2019

Task 11 Turning On/Off Automatic-Updates

If automatic-updates are turned on for a user, the user is given access to all current group
codes and they automatically receive access to newly added group codes in the future. If the
automatic-updates are turned off, the group code access must be added manually for the user.

= Note: This task assumes you are successfully logged in and have selected Group Code
Access. All fields marked with an asterisk (*) are required.

Complete the following steps to turn on/off a user’s automatic-updates.

Step Action

1 Click All Users.

My Group Access: Current Access E3

The following list contains all the Agent IDs and Group customers that you currently have access to. To remove access 10 any
of these group customers, click the box 1o the left and click the Remove access bution.

Codes
Date ~
Access Type Name Physical Address Parent Assigned/Updated
My Group Access
BCBSMW
My Users BCBSM

o =

Assigned Access

BCBSM
Assigned Access History
Requests and Invites BCBSM
Pending Group Reguests
Extenal Companies BCBSM
BCBSM

2 Click the user’s Name.

Note: A star next to the user’s name indicates they are an Administrator.

My Users : All Users
Below are the all the user's whose group membership ¢an be managed.

Users Administrator User

Status. Name Username Company Name Company Type

Home
My Group Access
Current Group Access

My Users

Assigned Access

Assigned Access History
Requests and Invites
Pending Group Requests

Extemal Companies
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To

Turn on Automatic-Updates

Then

Go to step 4.

3 Note: If a user’s automatic-updates are currently off, you can turn them on. Also, if a
user’s automatic-updates are currently on, you can turn them off.

Turn off Automatic-Updates

Go to step 5.

4 Click Turn On.

My Group Access

Curment Group Access

User Group Access :Current Access

User Group Access:

The following list contains all the Agent 1Ds and Group customers that the above user currently has access fo.

Automalic Updates

Status

" On

Description

This user automatically receives updates in their access to Agent from BCBSM

4l
User Group Access :Current Access Export
User Group Access
The following list contains all the Agent IDs and Group customers that the above user currently has access fo.
Automatic Updates
e Status Description Update
My Group Access @ off This user automatically receives updates in their access to Agent from BCBSM o Tum O
Curent Group Access
My Users Group Codes
| [ — R .
Access Type Name Physical Address Parent Assigned/Updated
Assigned Access
Assigned Access History 0 BCBSM
Requests and Invites
| BCBSM
Pending Group Requesis
External Companies | BCBSM
5 Click Turn Off.
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2.3 User Administration - Administrator

As an administrator, you have access to the User Administration link at the top of the landing
page. It is used to manage your group users’ profiles (e.g., manage user access/services, change
passwords). The tasks you can perform in this section are listed below:

e Resetting user password

Locking/unlocking user

Terminating user

Adding/removing services from user

e Assigning an administrator

Log in and click User Administration to begin a task.

Biue Cross & Portal Access

Bl Shisd Welcome Avisic vl "

Blue Care Network & Group Code Access BN 9 | Entersearch.
of Mehgan

& User Administration |
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Task 12 Changing/Resetting User Passwords

If a user keys in an incorrect password three times or more, the system security will
automatically disable their account. At that point, you need to change or reset a user password.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to change a user password.

Step Action

1 Click the Change Passwords link.

D@ B

Ilanage Lisers
| urem Flingarats
||l Manage fcibvities
|| gt

1y

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.

T rarge P s e B Sl SSRCE L. B3 Pan tie Comeun

it A | £ | Bomhddues A | P s A | Bk e | o C |

Toiwi ' Coagieyns § Swseces §

[

3 Click Search by drop-down arrow to select the proper filter.
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4 Click Search.

Note: Any users matching the search criteria you selected are displayed.

5 Click the radio button next to the user whose password you want to change.

Changs Fasyeords > Select 3 User Ll

T2 S T ke R T p T S G FRAR A D0 Dl i 1) D P el M i P Sl et e sk Ml oY ek aliinedd B T
fbn o Py g | ey TR o pp Sn e P o b ey when e e i o e b o e b g omed e P e o e ey

TR £ T ST i roTE ¢ enad Sy T g Y e B e |
Lt T e .
S Y =3

e

v e o -

T [ i | S |
iy

wo o [mi 4]
=S I

Eanl

e e T

L]
6 Click Continue.
7 Type the same new password in the in the Password and Confirm Password fields.
- A - {]
Heme TH g pam b Sy e ae St g e brn e e ) ey e e e S o s—"—n s ey se—y3
: BETphEeTIs i e s pry s e e e =
B Liiss
F irw e quesn ) P —
b Minags Rarivition B
e B s
P
PRETUE e Tt
=|
W

8 Click Submit.

9 Click Close.

Note: The home screen of User Administration is displayed.
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Change Passwords > Success

Vi Bammarty Bttt 1 poe o Hewmber 1, 201 § 20 AM i rhamge 8 pamemed e Ty dpireg onourts w0 be wheet

- o 1548 Tervice - Dewrval
" s 1M i

b Tambn

ma Dy sl
oA e e S TR T e

b
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Task 13 Suspending/Locking a User Account

Occasionally it may become necessary to suspend (lock) a user account, for example, if they are
out on leave or have been terminated. In this system, the user no longer needs to be
suspended before being terminated.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to suspend a user’s account.

Step Action

1 Click Manage Users.

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.
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My Work
Home
Change Passwords

Manage Users
b View Requests
P Manage Activities

iy X8| Manage Users X

Manage Users

Manage Users > Select a User

To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard.

(For example, typing *b* will find "abc”)

Search information Search b
|| | IFreferred User ID 4 m

Users
To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Log Qut

Include individual accounts when suspending, restoring, or deleting users

[ Change |[ Delete |[ Suspend |[ Restore |[ Refresh |
] select ~ | Name & | Email Ad... ~ | P ~ | Busi ~ |Staws  ~
Total 0 Displayed: 0 Selected: 0

3 Click Search by drop-down arrow to select the proper filter.

4 Click Search.

Note: Any users matching the search criteria you selected are displayed.

5 Click the drop-down arrow to display the popup menu.

o ER.

T mrage fype rioreeton sout T il e bl seect B e snd Fee cick SeeTn The uses el et o = o wo evw By

Heims T mowe B e B o et T DR R DA
prars i, ki Tl R i T b Y W D, e i P s s i i 7, T, Bk o i el 5 W, Sl ., s T = ol e W
Cracgs Pasieads bpld b ol . S maae (e T e e e fal
Manags Uy
e [ — pasas by
b Manage Acsvities [ [ Prtersz o | [Ganh] [[Advanced
Log Sl &
rreeny

To paiorT B pEIOUT L for B W, CRCk e SOr. P 1 T m o L, B0 T Bl T e S e et i i,

e R e ™

o | it iretant ooty wha mag Ry o deg sy

6 Click Suspend.

7 Click Suspend to confirm.
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P Ay Blirwys URevh = ﬂ
Surgend Lhar
Hormg
gt Passondy Manage Users » Suspand Users = Confirm e
I Wire Requests
b ks Pt P T, e T R B T Pt SO
kg Qu
.
Cnoone 8 fime 7 2w 1o scmaciie Pt ocanmna
[Lipes———
(2 e i
Do s
Na0iE B51 AM
W

8 Click Close.

Note: This closes the Suspend Users tab and returns to Manage Users tab.

@ B

Manage Users > Suspend Users > Success

i

v

i et ty g 8 rwpand e laversies 33 3910 0 AT AN = oapasd Fa Sirerg caes

& ey

Ve Py e ey a0 g me ey

-0

9 Click Refresh.

Note: The user status displays Inactive.
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s

Chacgs Faamcnis Manage Users > Select 3 Uiser
|, Manags Lker B b 8 e TR e B i, Iy PRy i o e 8 Pl A, ST B, $o Pors g e, Th i Tl i e s s T et g b By
- S i BT e T T I SR S T DR T I M (T I TG B T8 BT B e CHCET 11 T M o BR e ae T = IpTEd 07 P
b Mansge Acevites e i mcE & eeen o LTS, TG T e g o |
Ll Buacun st gaseth iy
I | | ot e i@ | [Feaxh] [ Adamed |

T patre o paciiie Lt e g e s o s e e o P s aed e s o bl y ] e

s e *

[ ——————

10

Click the name of the appropriate user.

11

Click the Entry State drop-down arrow and select Locked.

Wﬁg—'

Home IR

[y

b View Requests

#Lam name:

B Manage Activities

Log Out

12

Click Submit Now.
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Task 14 Restoring/Activating a Suspended/Locked Account

It may be necessary to restore (activate) a user account, for example, if the user was out on
leave.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to restore a user account.

Step Action

1 Click the Manage Users link.

I @ EE.

=
=
T ==

Marags Ussrs

¢ e gty

- Manags Aothites
Log Cug

Comim Dwem b Saage el # T Tpies

tacin PakimaEs g e e e

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the

Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.

Blue Cross
Hiue Shieid
Biue Care Network
. 2 ol Machgen

Home [- 23\ <[
| it ]

Change Passwords Manage Users > Select a User

Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
b View Requests match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
b ! . item you are searching for. To search for a textual pattern in the middle of an item, use the "™ symbeol on the keyboard to indicate a wildcard.
Manage Activities (Far example, typing "b" will find "abc™ )

Search information Search b
I| | IPreferred User ID 4

Users

Log Out

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

[Zl Include individual accounts when suspending, restoring, or deleting users

Refresh
[ Select ~ | Name 4 | E-mail Ad... ~ | Preferred... ~ | Business... ~ | Status ~
Total 0 Displayed: 0 Selected: 0
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3 Click Search by drop-down arrow to select the proper filter.

4 Click Search.

Note: Any users matching the search criteria you selected are displayed.

5 Click the drop-down arrow to display the popup menu.

2 @ EEER
o g
P View Requests [ | [Protmmec e v| [Seann] [Adamss ]
P Manage Activities
Lm Users

To perform & paicular task fOr B L3eT. CACK T 007 O30 Te NBMe of e USEr, Bnd DEN SEECH the 185X SNt YOU WANE 50 perarm

4 results found for *

Inchuce individusl BESOUNS When SuBpending, eteding, o SAHGNG LLS

6 Click Restore.

7 Click Submit.
=@ EE...

Home

Change Passwords Manage Users > Restore Users > Schedule
;b ms Choose & time and date % schedule this Dpergion
| b Manage Activities

Log Out ® asang

O etectve astn

Tima

Date ¢
112002018 To5A

=

8 Click Close.

Note: This closes the Restore Users tab and returns to Manage Users tab.
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Change Passwords Manage Users > Restore Users > Success
: m"b"’mrmh, ou sucoessiuly submitied a request for Navembser 20, 2648 7-08 AM o resions the following users

* Amy

Vou successlly submitied 8 request IS restone Bl sasccisled sciouTs.

Other Tasks

Click Refresh.

Note: The user status displays Active.

Manage Users > Select a User
To locate B uSEr Bt pou WANE o MANSGY, type i

infemation Sbout B uSer i the ek, Seect 8 e, And than Cick Search The users hat match your Citeria are digiayed in e tabis beicw. By
Sefauit cicking Seatth wil SEACh 1N KySIem DavEd 0n T Legrnng letiers of e I you 8% SERTERING S TO SN'CH 10r 8 extusd PATIEM n The Mcdie of 81 BT, Ubt the '™ Symbel on the

lonybonrd 1o ndicate » wideard, (For example. typing *t™ wil Aind "sbe” )

Saarch fomaton

Search by
] [rearos v] [Geah] [Adanced |

Users

Ta partanm & parteutsr (ack for B usor, itk B8 S0 Next 10 518 MG Of e USAT, 804 e SEIEE The LRk that you waat 10 perform.

4 results found for. *

1] s mgrtn stcmts when susssning resisrng, o deetng users

10

Click the name of the appropriate user.

11

Click the Entry State drop-down arrow and select Enabled.
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= B

tome o0 | Morsgeussn | WRELL TSR3

Manage Users > Change User > BCBSMGroup

12

TYp2 M= Sppropraie [MDIMEcn 101 N8 LESE. WiMan YOU 312 5002 EpRCIINg INemEtion o 2307 of Me 1H0E,
Echedule Be rRquest.

#ru ramy
[ame |

+L3z name

T [T

12

Click Submit Now.
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Task 15 Deleting/Terminating a User’s Account

Deleting (terminating) a user account is permanent. Once deleted, the user account cannot be
re-used. Users that are deleted will lose all roles, access (services), group code access, and will
not be able to log in.

= Note: This task should be completed within 24 hours of user’s change of job responsibilities
or termination of employment.

= This task assumes you are successfully logged in and have selected User Administration. All
fields marked with an asterisk (*) are required.

Complete the following steps to delete a user’s account.

Step Action

1 Click Manage Users.

1
il
|
mnD
\MJ

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.
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a2 R

iy X8| Manage Users X

My Work
Home
Change Passwords
Manage Users
b View Requests
P Manage Activities
Log Qut

Manage Users

Manage Users > Select a User

To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard.
(For example, typing *b* will find "abc”)

Search information Search b
|| | IFreferred User ID - 4 m

Users
To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Include individual accounts when suspending, restoring, or deleting users

[ Change |[ Delete |[ Suspend |[ Restore |[ Refresh |
[ Select  ~ | Name < | E-mail Ad... AJ F
Total 0 Displayed: 0 Selected: 0

~ | Busi ~|Staus  ~

3 Click Search by drop-down arrow to select the proper filter.

4 Click Search.

Note: Any users matching the search criteria you selected are displayed.

5 Click the checkbox next to the user you want to delete.

B @ EE..

Home Manage Users h

View Requests
Log Qut

Manage Users > Select a User

To locate a user that you want to manage, type information about the user in the field, select a fiker, and then click Search. The users that match your
eriteria are displayed in the table below. By default, ehcking Search will search the system based on the beginning letters of the item you are searching
for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard. (For example, typing "b* will find
“abe”)

Search inft Search by

| | Prefarred User D v

Users
To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform,

1 results found for: testen

# Include individual accounts when suspending, restoring, or deleting users

Total 1 Displayed: 1 Selected 0

6 Click Delete.
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’@@ BEE..

Home
Change Passwords
Manage Usars

View Requests

Log.Oul

[0 -0 | Manage Users X \ | &
Manage Users [7 =

Manage Users > Select a User

To bocate a user that you wanl to manage, type information about the user in the field, select a filter, and then click Search. The users that match your
criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the item you are searching
for To search for a textual pattem in the middie of an item, use the ™ symbal on the keybeard to indicate 3 wildeard, {For example, typing "b* will find
“abc” )

Search information Search by
Praferred User ID ]

Users
To perform a particular task for a user, click the icon next to the name of the user. and then select the task that you want to perform.

1 resulls found for: testerghs

! Include i ounts when suspending. restoring, or deleting users

Cha | Delete || Suspend | | Restore | | Refresh

Page 1ol 1 Total 1 Displayed: 1 Selected: 1

7 Click Delete to confirm.

& @ S

View Requests

Log Out

Manage Users > Delete Users > Confirm

You have chosen to delete the following users and their individual accounts:
= Gerard

Nen-individual accounts will be orphaned

Schedule
Choose a ime and date to schedule this operation.

[ immediate

* Effective date
Date Time
112002018 10:52 AM

Are you sure you want to proceed?

8 Click Close.

Note: This closes the Delete Users tab and returns to Manage Users tab.

B B

View Requests

Log Out

Manage Users > Delete Users > Success

ber 20, 2018 10:54 AM 1o delete the following users

You full L a request for Ny

+ Gerard

You successiully subminied a request 1o delete all associated accounts.

Other Tasks

Migw my request
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9 Click the user’s name link.

Note: The user’s status has changed to Inactive.

B Q@ B

Loo.Cut

el | Manage Users % | ]
My Work [ | Manage Users e

H.om.e“ P Manage Users > Select a User

Manage Usars To locate a user that you want 1o manage, type information about the user in the field. select a filter, and then click Search. The users that match your

View Requests critena are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the item you are searching

fior. To search for a texiual pattern in the middle of an item, use the ™ symbol on the keyboard fo indicate a wildcard, (For example, typing "b* will find
"abc”)

Search information Search by

Preferred User ID v

Users
To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you wan! to perform.

1 results found for: testerghs

¥ Include indradual when ding, restonng, or deleting users

The following screen displays. The bottom of the page shows a check mark indicating the user

has been terminated.

D@ E.

Home % | Menage Users © Changa User X

b View Requests
b Manage Activities

Last 4 Digit SSN

First name

E-msil address

Preferred user ID

Organizational roles

[ |

GrouplSAMRole Search...

GroupiSIMAce

&

™| is User Terminsted

Telephone number

[ SomiNow ] [ Schedule Submission | [ Cancdl |
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Task 16 Adding Services to a User

An administrator can grant the necessary services to a user’s account. The administrator does
not have to wait for a user to request access to services to grant access. Administrators are
always limited to granting only those services to which their company has access.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to add services to a user.

Step Action

1 Click the Manage Users link.

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.
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a2 R

iy X8| Manage Users X

My Work

Manage Users

Home

Change Passwords Manage Users > Select a User

Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the

item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard.

(For example, typing *b* will find "abc”)

Search information Search b
|| | IFreferred User ID - 4 m

Users

b View Requests
P Manage Activities

Log Qut

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Include individual accounts when suspending, restoring, or deleting users

[ Change |[ Delete |[ Suspend |[ Restore |[ Refresh |
] select ~ | Name & | Email Ad... ~ | P ~ | Busi ~ |Staws  ~
Total 0 Displayed: 0 Selected: 0

3 Click Search by drop-down arrow to select the proper filter.

4 Click Search.

Note: Any users matching the search criteria you selected are displayed.

5 Click the checkbox next to the user you want to add services (roles) to.

Manage Users > Salect a User

Manags Users Tobocate @ ser that you want b manage, typa informatssn about the user in tha fisld, sele<! 3 Sites, and than chick Search, Tha users that match
your critaria ate displayed m tha table below By default. chckang Search wil b tha systam bassd on tha baginning letters of the tem you ate
searchng for. To search Sor 3 textual palleim in the mckdle of an dem, use the ™ symbol on the keybeard 1o ndcate 3 wiklcard. (For example, hping

View Raquests

Log Gut b will find “abe” )
Search informabion Search by
= Profared User 10 :
Users

To parionm 3 partcular task for 3 user, chick the ioon naxt ba he rame of the user. and then sl the sk that you wamt to perfoem

2 results. found for- *

Actve

Active

6 Click Change.

7 Click Search.
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mc P, m Manage Users > Change User > BCBSMAgent
it Type the appropriabe silormdban Sof the user. When you afe done spetilyng informaton on each of the taks, Thek
View R ols IR | Submit Now 1o thange the user immadately or Schedule Submissson o schedule the request
i fAgant Company infoemation
Log Out o N—
Ay
e fam, ]
+Last name
]
coampanyname

E-mad address

Tadey o b :
|

Agent Number

Firsi nama:

[emy ]

Qrganzabenal foles

I J

Agentis AMFoie p

Aresiion
.| .

8 Click the drop-down arrows and/or type the search criteria in the three fields to display
the appropriate services (roles).
Change User > Select Organizational Roles
:Io:d; unwm-nrqmumu-m select them, and then click OK
s
9 Click Search.
10 | Click the checkbox(es) next to the service(s) you want to add.

Note: The services displayed depend on the type of user (i.e. Agent, Group,
Association/Chamber) viewing them.
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Change User > Select Organizational Roles

Manage Uses To add ona or more organizational rols, sgkect the organational roies that you want o add

View Roquasts
Altribute Operalor Valyg
Kame ¥ | | Contans 1 ]
Holes

To add one of mote organatonal roles, select them, and then cick OK.
12 results found for *

cognasCoAgentSelServ Agent Sell Servnce Repomng

ard Membershn
#Bookshelf_agenl

Agents recerves weekly or menthly
eBookshelf_bilinglnvece etlon il i dus

eCiuoting empowers the Blues' sales

_|_|_|_|5.5

a
_aont e,
etams histony

The membership & Eligibiity System
&) MCS View Mo Claims
biling and product

sBookshalf_arcaunting , Agents recerving monthly billng detail

Gansral torm for BCESM partner that
solly insurance 1o groups and indiiduals

dagnces
Agences
Aggnces

am. "
Ouspabent hestiory. provides and dectal

{$MCS] allaws you ta view membarship, Aggntes
infonasen

22 I ol p BT FRETETL P | g

Toial 12 Displayed 12 Selecied O

e
| O=-

11

Click OK.

12

Scroll to the bottom of the screen and click Submit Now.

companynams

E-mail address

leﬂwt nmbed

Ageri Number

First name:

[pemy

ebocksrell_Bdlngimons_sgen

a9
wBockshell_sccounteg_agest
AgentlSAMRcle

Organizaticnal roles
C ]

Preferned user iD
halhest

13

Click Close.

Note: The request has been submitted successfully.
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Manage Users > Change User > Success

You suecessfully submmed a request for Decemnber 18, 2018 11:34 AM 1o change the profile for Amy
Other Tasks

=@
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Task 17 Removing Access (Service) from a User

If a user no longer needs to have certain access (services), the administrator can revoke the
unnecessary access from the user.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to remove services from a user.

Step Action

1 Click the Manage Users link.

I @ EE.

=
=
T ==

Marags Ussrs

¢ e gty

- Manags Aothites
Log Cug

Comim Dwem b Saage el # T Tpies

tacin PakimaEs g e e e

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the

Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.

Blue Cross
Hiue Shieid
Biue Care Network
. 2 ol Machgen

Home [- 23\ <[
| it ]

Change Passwords Manage Users > Select a User

Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
b View Requests match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
b ! . item you are searching for. To search for a textual pattern in the middle of an item, use the "™ symbeol on the keyboard to indicate a wildcard.
Manage Activities (Far example, typing "b" will find "abc™ )

Search information Search b
I| | IPreferred User ID 4

Users

Log Out

To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

[Zl Include individual accounts when suspending, restoring, or deleting users

Refresh
[ Select ~ | Name 4 | E-mail Ad... ~ | Preferred... ~ | Business... ~ | Status ~
Total 0 Displayed: 0 Selected: 0
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Click Search by drop-down arrow to select the proper filter.

Click Search.

Note: Any users matching the search criteria you selected are displayed.

Click the checkbox next to the user you want to remove services (roles) from.

1) | e i

Manage Users > Salect a User

Change Pasgwords
Manage Users Tolocate @ wser thad you want i manage, fype informaton about the user in the fisld, select a Sitge, and than cick Search, The users that maich
\N i your crilenia ate displayed = the table below By default chckang Search wil saarch the system based on the beginring letters of the em you aie
4 seanching for To search for a lexdual patiem in he muddle of an gem, use the ™ symbol on the keyboard 1o ndicate a wildcard. (For example. typing
Log Out 5" will find "abe” |
Search information Search by
s | [Prefsre Usar 10 .
Usais

To parform a parbeular task for 3 user, chck the iwon next bo he name of the user. and then select the sk fa you want to pecform

2 resubs found for *

b ! Inchude ndiv s when suspending, resioring. or deleting users
'
& |Emall Ad... - | Praferred... ~ | Business.., ~ | Sty o
Active
Aztive

Click Change.

Select the role (service) to be removed.

Note: The services displayed depend on the type of user (i.e. Agent, Group,
Association/Chamber) viewing them.

@ B

Change Posswords +BCESMAGent M Users > Change User > BCBSMAgent
Manags Users Audit Typa the approprate information for the use:. When you are done specifying information on each of the tabs,
P View Requests — change the user mmediataly or Schedule Submission 1o schedule ihe request
i Agent Company Information
= Entropy Response *Full narne
lovite Uses L
+Last name
Companyname
E-mad addrass
nUmber

q Submat Now || Schaduse Submission | | Cancal |
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8 Click Delete.
9 Click Submit Now.
10 Click Close.

Note: The request has been submitted successfully.

g B Manage Users > Change User > Success
Manags Users
\'k'n.qu.‘]g You suecessfully submied a request for December 18, 2018 11:34 AM Lothsﬂgemepmme L] nm,'

Other Tasks
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Task 18 Assigning Principal Administrator

A need may arise to assign the administrator role to a user. After approving a user’s registration
request, the administrator can assign a user the role of Principal Administrator. The assigning
administrator maintains the role as well.

= Note: This task assumes you are successfully logged in and have selected User
Administration. All fields marked with an asterisk (*) are required.

Complete the following steps to assign user as Principal Administrator.

Step Action

1 Click Manage Users.

2 Type the user’s information in the Search field.

Note: The information required in the search depends on the filter selected in the
Search by field. You can search by Preferred User ID, Full name, Email address, or Last
name.
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a2 R

Manage Users X

Work Manage Users
g
H:
C::’ﬂe & Passwords Manage Users > Select a User
Lhange Passwords
Manage Users To locate a user that you want to manage, type information about the user in the field, select a filter, and then click Search. The users that
b View R t match your criteria are displayed in the table below. By default, clicking Search will search the system based on the beginning letters of the
b ot Bq"e_s s item you are searching for. To search for a textual pattern in the middle of an item, use the ™ symbol on the keyboard to indicate a wildcard.
Manage Activities (Far example, typing *b* will find "abc” )
Log Qut
Search information Search b
|| | IPreferred User ID 4 m

Users
To perform a particular task for a user, click the icon next to the name of the user, and then select the task that you want to perform

Include individual accounts when suspending, restoring, or deleting users

[ Change |[ Delete |[ Suspend |[ Restore |[ Refresh |
] select * | Name 4 | Exmail Ad... ~ | Preferred... ~ | Busi ~ | staws  ~
Total 0 Displayed: 0 Selected: 0

3 Click Search by drop-down arrow to select the proper filter.

4 Click Search.

Note: Any users matching the search criteria you selected are displayed.

5 Click the checkbox next to the user you want to assign as Principal Administrator.

To ariom i P TR 0 B I B TR ) T 10 T AR T B TR M) TR LGN T O WY 1 B
A it e o *

) mouss meenLs BIDUT B RADTAR] BT O SESUR] e

& |ociien’ ‘% A |ie s A
L] e
L Arive
E o i
L] .

6 Click Change.

7 Click Company Information.

Note: Depending on the user, this field could be referring to the Agent, Group, or
Association/Chamber.
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[ rrTe— .ern:not.lun > Change Usar > Agent Company information
[!rﬁw
TR T )
8 Select Principal Admin checkbox.
Note: Depending on the user, this field could be referring to the Agent, Group, or
Association/Chamber.
9 Click Submit Now.
Note: The Success screen appears.
Crange Passwordy Manage Users > Change User > Success
b View Raquesis Ty iRy ] & epepd! N G 5 PR 3 18 PR g P et b Dl
M Dopas Lanba
@
10 Click Close.

Note: The principal role now displays under the user’s roles.
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3 Non-Administrator Procedures

BCBSM’s Agent and Employer Secured Services administration functionality is designed to
support the registration, access management and provisioning processes for users of the secure
Agent and Group portal.

At the top of the landing page, there are three links available to assist users.
e Portal Access
e Group Code Access
e User Administration

Note: Users that are not Administrators cannot access User Administration

& T
Bilue Cross Welcome & Portal Access i
Blue Shieid & de Ac . e
@ Biue Care Network & Group Code Access Logout » P I Enter search.. - Go+

of Mchigan
& User Administration

3.1 Portal Access — Non-Administrator

As a non-administrator, the Portal Access link at the top of the landing page is used to manage
your ID. The tasks you can perform in this section are listed below:

e Changing password
e Requesting access (services)

e Updating user profile

Log in and click Portal Access to begin a task.

& e
B EE

Biue Care Network & Group Code Access Logout » ) I Enter search.. GO+
of Mchgan b

& User Administration
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Task 19 Changing Password After Login
You can change your password after logging in to Secured Services.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to change your password after login.

Step Action

1 Click Change Password.

Welcome, Help Logofi

My Password Change Password
P Lise this link to change your passwords.
il i
'

My Access Request Access

— Request access 1o items such a5 accounts and apphcations
r— 9 P

@y

View Access
Wiirer your acCess 10 dems such as accounts and appiatons

Delote Accoss

Delete access to items such as accounts and applications.

2 Type the New password.

Weicome Heip Logofi
gmz > Change password
Change Password

View ihe accounis to be afected by ihe password change and review the criteria for ine new password. Then, specify @ new IBM Security Identity Manager password and click OK. All required fieids are marked with (+
}

¢ 1. View my accounts that will be affected by this password change.
b 2. Review the criteria for my new password:

3. Change my password

sNew: paigncn

[ |
(confirm)

I 1

sp ©

3 Re-type the New password to confirm.

4 Click OK.

The following screen displays to confirm your change password request has been submitted.
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Request Submitted: Change Password
You have submitied a request. Below is the information available to you at this time

Request Detail
Request 10: 3550026806125060852
Date Submitted:  Novembar 20, 2018 2:46.27 PM
Reguest Typa Changa Password for Multiple Accounts.
AccessAccount of 1SAM Servce

on ITIM Sarvice

Related Tasks

To chack on ihe status of your request, refer fo the WView My Requests page
To perform ather tasks o ta the 1BM Security Idenlity Manager Home page. |

Wb Support 1-800-255-3932. Hours of Dpevaticn: Mancsy throwgh Fricsy. &a.m 105 pm
Find 8 Docter | Privaty | Contst Us | Newsroom
@ 1598-2015 BCBSM and BON Monprofit compornations and independent icersses of the Baue Cross snd Biue Shisid Assocstion
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Task 20 Requesting Access (Services)

All users can request to have an available access (service) added to their ID.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to request access.

Step Action

1 Click Request Access.

Welcome, Help Logoff

My Password Change Password
= Use this link io change your passwords

My Access Requesi Access
Request access to items such as accounts and apphcations
=

View Access
“iew your access to items such as accounts and apphcations

Delete Accoss
Delate access 1o items such &s accounts and applications

My Profile View Profile
=) View your profile information
o 4 !
My Requests View My Requasts
— View the requasts you have recently submitted
* 3

2 Select desired Access Name from the list.

Note: The access (services) displayed will vary based on the type of user (i.e. Agent,
Group, Association/Chamber).
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Welcome,
Home > Request access

Request Access

Choose Access
Click the name of the access you would like to request.

Access Name focts 0o L
Application CCA-eGateway Service Package
Application eBiling gives you access to billing information for your...
eBilling_View Invoice Access Application eBiling gives you access to billing information for your. ..
eBookshell accounting_group user Application Groups receiving monthly billing details and members.
Bookshelf billinglnvoice group user Application Groups receiving weekly or monthly invoices with pay..
ebookshell financial group user Application For specific groups only. Use instead of location speci..
Bookshelfl ocation SpecificAdmi Application This is normally used by Principal Administrators or B...
HCBO Application Manage your account with health care benefits online
MCS Update + Claims Application The membership & Eligibility systems allows you to vi...
MCS Update No Claims Application The membership & Eligibility System (eMCS) allows ...

Page 10f2 [>]  Page Number:[1 [Go] Totak 13  Displayed: 10

3 Click the Request Access button.

Welcome,
Home > Requestaccess > Request access confimation

Request Access: eBilling_Pay_Invoice_Access
You have chosen 1o request access for the following infarmation.

Help Logoff

Access eBiling_Pay_Invoice Access
name:

Access type: Appheation
Description: eBilling gives you access 1o billing information for your group account or BCBSM book of business. Search by customer name of invoice to view curment and past bills, and print transaction and payment
reports

—o

The following screen displays to confirm the access (service) request has been submitted.

= Note: An email notification is sent to the Administrator to approve/reject the requested
access (service).

Wam )
Home > Request access > Request submitted

Request Submitted: New Access

You have submitted a request. Below Is the Information available to you at this time

Help Logof

Request Detail

Request ID: 2149315134849956726

Crate submitted: December 11, 2018 10:12:4% AM

Reguest type User Data Change

Account/Access eBilling_Pay_lnvoice_Access

Access type Application

Deescription: eBilling grves you access 1o biling imformation for your group account or BCBSM book of business. Search by customer name or invoice 1o view curment and past bills, and print transaction and payment
reports

Related Tasks

To check on the status of your request, refer to the View Requests page.
To request another access, click on Renuast Access to search for anather access
To perform other tasks go to the IBM Security identity Manager Home page.
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Task 21 Updating User Profile

You can view and/or change your user profile information in the My Profile section. There are
five hyperlinks in the left navigation window that make up the personal user profile. They are:
BCBSM Agent (or BCBSM Group), Agent Company Information (or Group Company
Information), Audit, Entropy Responses, and Invite User.

= Note: This task assumes you are successfully logged in and have selected Portal Access. All
fields marked with an asterisk (*) are required.

Complete the following steps to update your profile information.

Step Action

1 Click View or Change Profile.

Welcome Help Logoff

My Password

[ )

2 Key the updated information in the correct fields.

Note: The screen displayed above is for an Agent user. The update process is the same
for a Group user, displaying fields and information relating to the group.
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Home > View or change profile
View or Change Profile

Change the profile information below. When you are done reviewing and changing infarmation on each tab and on the role assignment attributes page, click OK. All required fields are marked with (+).

+ BCBSMAgent + Full name
Audit [
Agant Company. i + Last name
Entropy Response !

+
\nvite User lcumpanyname

E-mail address

Talephone number

pn

Agent Number

First name

Organizational roles

- Search
AgentiSAMRole
AgentiSIMRole Delete |
MCS View No Claims -

+ Preferred user IOV
I

| 3

3 Click OK.

The following screen displays to confirm the profile change request has been submitted.
Home > Yiew or chanoe profile > Request submitted

Request Submitted: View or Change Profile
You have submitied a request. Below Is the information available to you 3t this time.

Request Detail

Reguast 1D BTSE640396130357 198

Diate submitted: Drecember 4, 2018 %0113 AM
Reguest type: View or Change Profile
Account'Arcess:

Related Tasks

Te ¢heck on the stalus of yaur request, refer 1o ihe View My Reguesis page.
30 10 View of Change Profile page
To perform other tasks go to the [BM Security |dentity Manager Home page

Wl Suppont 1-800-255-3937. Hours of Operation: Monday throaigh Friday. 8 am 0 & pm
Fird 8 Doclor | Privacy | Condact Ua | Newsroom
& 1096.2015 BCASM and BCN Nonprofit corporstions and indepandent licensees of the Blus Cross and Blus Shield Association
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3.2 Group Code Access - Non-Administrator

As a non-administrator, the Group Code Access link at the top of the landing page is used to
manage your group code access. The tasks you can perform in this section are listed below:

e Requesting Group Codes

Log in and click Group Code Access to begin a task.

& T
Bilue Cross Welcome &' Portal Access i : o
@ Biue Care Network |9 Group Code Access I Logout » P I Enter search.. TGO
of Mchgan W

& User Administration
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Task 22 Requesting Group Codes
Users can request access to available group codes.
= Note: This task assumes you are successfully logged in and have selected Group Code

Access. All fields marked with an asterisk (*) are required.

Complete the following steps to request group codes.

Step Action

1 Click Request Group Access.

My Group Access: Current Access Export

The following list containg 2l the Agent IDs and Group customars that you currently have access to

Group Codes

Access Type Name Physical Address Parent ‘Date Assigned/Updated

Home

My Group Access

Cument Group Access
Request Group Access 1
Have Questions? cafl 877-258-3832 User Guides Privacy Policy

© 1595-2018 Blue Cross Blue Shield of Michigan and Blue Care Network Nonprofit corporations and independent licensees of the Blue Cross Blue Shield Association

2 Select the checkbox(es) for the Group Code(s) you want to request.

My Group Access: Request Access

Type : Chamber_Association The following additional customers are available for you to request sccess io from your Company Administrator. To submit a
- request for any of them, check the box to the left and click the Request Selected button

Wm"'l“‘i Group Numbers
E-mail
Date
Access Type Name Physical Address Parent Assigned/Updated
Home
BCBSM
My Group Access
Current Group Access BCBSM
Request Group Access
| BCBSM
BCBSM

_ P b I i o i T i T st

BCBSM

BCBSM

o Request Access

3 Click Request Access.
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