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Please follow these steps to import the BCBSM security
certificate locally:

1. Click “View Certificate”.

Security Alert =l

rir“"l Information you exchange with this zite cannot be viewed or
? changed by athers. However, there is a problem with the site's
; zecurity certificate.

& The zecunty certificate waz izzued by 8 company vou have
niot chosen ta trust. View the certificate to determine whether
yoL want to trust the cerifying authority.

a The zecurty certificate date iz valid,

a The secunty certificate has a valid name matching the name
of the page you are tying to view.

Do pou want ko proceed?

Tes E Yiew Certificate |

2. Click the “Certification Path” tab.

General | petails I Certification Path |I

@x' Certificate Information

This certificate cannot be verified up to a trusted
certification authority.

Issued to: * bcbsm.com

Issued by: Entrust Certification Autharity - L1C

valid from 12/13/2010 to 12/13/2013

Install CertiFicate...l Issuer Statement |




3. Select “Entrust.net Certification Authority (2048)”

4. Click “View Certificate”.

General | Detais ~Certfication Path |

L[] Entrust Certification Aukhority - L1C
* . becbsm,com

View Certificate |

Certificate status:

This Ca Foot certificate is not trusted because it is not in the Trusted Root
Certification Autharities store,

5. Verify that the Certificate is for “Entrust.net Certification Authority (2048)” and is
valid until 7/24/2029” and click “Install Certificate”.

General | Details | Certfication Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  Entrust,net Certification Authority (2048)

Issued by: Entrust,net Certification Authority (2048)

¥alid from 12/24/1999 to 7/24/2029 -

Inskall Certificate...ll Issuer Statement |
| |




6. Click “Next” on the Certificate Import Wizard.

icate Import Wizard : x|

Welcome to the Certificate Import
Wizard

This wizard helps vou copy certificates, certificate trust
lists, and cettificate revocation lists Fram your disk ko a
certificate skore,

A certificate, which is issued by a certification authority, is
a confirmation of wour identity and contains information
used to protect data or to establish secure network
connections, & certificate stare is the system area where
certificates are kept,

To continue, click Mext,

< Back:

Cancel |

7. Accept the default selection of “Automatically select the certificate store based on
the type of certificate” in the “Certificate Store” dialog box.

Certificate Import Wizard |

Certificate Store
Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or you can specify a location For

{” Place all certificates in the Following store

Certificate store:

I Erowse. .. |




8. Click “Finish” to complete the Certificate Import.

ate Import Wizard x|

Completing the Certificate Import

Wizard
You have successfully completed the Certificate Import

wizard,

Yaou have specified the follawing settings:

Certificate Store Selected  Automatically determined by t
Conkent Certificate

< I _>|

< Back I Finish I Cancel |

9. Click “Yes” on the “Security Warning” screen.

Security Warning il

"j ‘ou are about toinstall a certificate from a certification authority (CAY claiming to represent;

= Entrusk.net Certification Authority {20430
Windmws cannat walidate that the certificate is actually From "Entrusk,net Certification Autharity {20433", vou should
confirnn its arigin by contacting "Entrust.net Certification Autharity (2043)", The Fallowing nuriber will assist wou in this
process:
Thumbprint {shal): S0300609 109704FS AEIIFTCE EFIZ7070 65203431
\Warning:
If vou install this ook certificate, Windows will automatically trust any certificate issued by this Ca, Instaling &

cerkificate with an unconfirmed thumbprink is & security Fisk, IF vou click "ves" vou acknowledge this risk,

Do wioud wiank boinstall this certificatey

I Yes |I| Mo I

10. Click OK on the Certificate Screen to complete the process.

11. Refresh your browser.

©1996-2010 Blue Cross Blue Shield of Michigan and Blue Care Network
Nonprofit corporations and independent licensees of the Blue Cross and Blue Shield
Association



